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EDITORIAL      

FIGHTING A 
COMMON ENEMY

I
n May, we’d seen another crippling 
ransomware attack against a major petroleum 
pipeline company in the US. The Colonial 
Pipeline attack resulted in major supply chain 

disruptions, leading to severe gasoline and diesel 
shortages in many states in the country. This was 
the largest attack on critical infrastructure in the 
history of the US, and the company had to pay a 
ransom of close to five million dollars in bitcoin 
to DarkSide, an Eastern European hacking group 
responsible for the attack. In the last 14 months, 
we have seen an alarming rise in ransomware 
attacks, and according to the research unit of Palo 
Alto Networks, the average ransom paid has more 
than doubled in 2020 to $312,493. This year, the 
average ransom payment has nearly tripled. Now, 
the question is should you ever pay if you are hit 
with a ransomware attack? The industry is divided 
on this, but the general consensus is that you can’t 
trust criminals; even if you pay the ransom, there 
is no guarantee that you’d get stolen data back. 

As the saying goes, prevention is better than 
cure, so you will have to develop a robust data 
backup and recovery plan. A word of caution 
here: recently, cybercriminals have started 

targeting backup data as well to gain a backdoor 
entry into your systems. The best way to protect 
against ransomware attacks is actually go back 
to basics. You’d need to reinforce cybersecurity 
awareness, draw up an incident response 
plan and carry out regular network audits 
and vulnerable assessment tests. Employing 
continuous data protection for all your mission-
critical workloads is also a good idea. 

As we have seen in the case of DarkSide, which 
outsourced most of its activities to the dark 
web, you can now buy ransomware attack tools 
for as low as $200. This means entry barriers 
are very low, and any script kiddie can carry out 
ransomware attacks. However, if you make your 
systems robust and make it real hard for these 
criminal gangs to infiltrate your network, they 
are most likely to move on to easy targets. The 
region’s largest cybersecurity event – GISEC - 
takes place from May 31st to 2nd June with live 
hacking demos and a packed conference schedule 
that throws light on the strategies you’d need to 
ward off the bad guys. We are excited about the 
return of live events and exhibitions and we hope 
to bump into you there on the show floor.
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   NEWS

AWS TO DEBUT 
UAE DATA 
CENTRES IN 2022 

A
mazon Web Services (AWS) 
has announced plans to 
introduce an infrastructure 
region in the United Arab 

Emirates (UAE) in the first half of 2022. 
The new AWS Middle East (UAE) Region 
will consist of three Availability Zones 
and become AWS’s second region in 
the Middle East with the existing AWS 
Region in Bahrain, giving customers more 
choice and flexibility to leverage advanced 
technologies from the world’s leading 
cloud. Globally, AWS has 80 Availability 
Zones across 25 geographic regions, with 
plans to launch 18 more Availability Zones 
and six more AWS Regions in Australia, 
India, Indonesia, Spain, Switzerland, and 
the United Arab Emirates.

“We are excited to build on the 
great momentum of cloud adoption 
in the Middle East by providing more 

choice for customers in the UAE to run 
applications and store data locally,” said 
Peter DeSantis, Senior Vice President 
of Global Infrastructure, AWS. “The new 
AWS Region supports the UAE’s focus 
on promoting technology innovation 
that has made it a thriving global hub for 
entrepreneurs, e-governments, and multi-
national businesses. With the new region, 
organisations of all sizes will be able to 
innovate faster and serve end-users with 
even lower latency across the region.”

AWS Regions are comprised 
of Availability Zones, which place 
infrastructure in separate and distinct 
geographic locations with enough 
distance to significantly reduce the risk 
of a single event impacting customers’ 
business continuity, yet near enough to 
provide low latency for high availability 
applications that leverage multiple 
Availability Zones. Each Availability 
Zone has independent power, cooling, 
and physical security and is connected 
through redundant, ultra-low-latency 
networks. AWS customers focused 
on high availability can design their 

ERICSSON POWERS 
LOCAL INNOVATION 
AND TALENT IN 
SAUDI ARABIA 

With the aspiration of the Innovation Hub 
in fueling use-case generation across 
industries, Ericsson has also signed a 
MoU with stc’s enterprise unit to build 
use-cases in innovative, private network 
opportunities, as well as Industry 4.0 and 
cross-company talent development. 

Ericsson’s commitment to talent 
development in the Kingdom has 
combined the efforts of the Innovation 
Hub and the company’s graduate 
program. Ericsson’s graduate program 
is focused on incubating talent in the 
Kingdom in line with Saudi Vision 
2030 as well as demonstrating the 
role the company has in the country’s 

Ericsson’s 5G Innovation Hub in Saudi 
Arabia is currently developing a wide 
range of 5G use cases across different 
industries and segments for consumers 
and enterprises across the Kingdom 
with 100 local fresh graduates curated 
from Saudi Arabia’s leading universities 
contributing to the initiatives.

The fresh graduates, 50 percent of 
which are female, are presented with the 
opportunity to experience on-the-job 
training, test ideas, and see innovation 
come to life. In the past two years the 
graduates have helped develop multiple 
use-cases in 2019 and in 2020 helped 
push out several more.

The 5G Innovation Hub was established 
to help the Kingdom leverage 5G by 
testing new 5G-related and IoT use-cases. 

development. The 100 graduates have 
been exposed to new and different 
technologies, trained on Ericsson’s 
process for developing innovation, as well 
as instilling a creative mindset through 
brainstorms and active ideation.

Eng. Emad Alaoudah, Procurement 
and Support Services Vice President at 
stc said, “In collaboration with Ericsson 
we can help to build the next generation 
of leaders in the ICT sector to fulfill Saudi 
Vision 2030. Moreover, the agreement 
aligns with stc’s Rawafed program’s 
vision to champion local content to build, 
develop and grow the ICT sector within 
the Kingdom by increasing its overall 
contribution to the economy.”

Mathias Johansson, Head of Ericsson 
Saudi Arabia and Egypt added, “The 
Innovation Hub is playing a significant 
role in widespread adoption of 5G in 
the Kingdom. Working with leaders in 
the ICT sector like stc and Ericsson, 
Saudi graduates can help spearhead the 
progress of the nation in line with Saudi 
Vision 2030.”

applications to run in multiple Availability 
Zones and across multiple regions to 
achieve even greater fault tolerance. 

The addition of the AWS Middle East 
(UAE) Region will enable local customers 
with data residency requirements to store 
their data in the UAE while also providing 
even lower latency across the country. 
Organisations using this region will also 
be able to access advanced technologies 
from the broadest and deepest suite 
of cloud services to drive innovation 
including compute, storage, networking, 
database, analytics, machine learning, 
Internet of Things (IoT), mobile services 
and more.

Mathias Johansson, Ericsson and 
Eng. Emad Alaoudah, stc
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MCAFEE 
SIGNIFICANTLY 
ENRICHES 
MVISION XDR 

M
cAfee has announced 
significant expansion of 
its MVISION Extended 
Detection and Response 

(XDR) solution by correlating the 
extensive telemetry of McAfee’s 
endpoint security solution, Secure 
Access Service Edge (SASE) solution, 
and threat intelligence solution powered 
by MVISION Insights. These integrations 
protect organisations against the most 
advanced threats while simplifying 
security operations with unified control 
and visibility from device to cloud.

McAfee MVISION XDR is the first 
proactive, data-aware, and open XDR 
platform designed to help organisations 
stop sophisticated, multi-vector 
attacks with unified threat detection 
and response that connects and fuses 
disparate endpoint, network, and cloud 
data sources. XDR incidents are now 
enriched with actionable threat insights 

from McAfee’s SASE solution, which 
detects cloud threats that occur within 
web and SaaS environments. It improves 
situational awareness, drives better 
and faster decisions, and elevates the 
SOC to a new level of efficiency and 
effectiveness.

“SOC processes involve siloed 
monitoring and detection tools that 
generate an overwhelming volume of 
security alerts that often require manual 
effort to sort through and force analysts 
to take a reactive posture,” said Shishir 
Singh, Chief Product Officer of McAfee’s 
enterprise business.  “AI Guided 

NOZOMI NETWORKS 
TO EXHIBIT OT AND IT 
SECURITY CAPABILITIES 
AT GISEC

Organisations 
must invest 
in advanced 
cybersecurity 
solutions to 
secure their 
increasingly 
converged 
environments. 

Along with our regional channel partners, 
Nozomi Networks empowers customers 
with leading-edge solutions and proactive 
tools to unlock visibility across their OT, 
IoT and IT architectures and step up their 
security and digital transformation.”

Nozomi Networks was at the forefront of 
security innovation and helped customers 
enhance their cyber defenses and address 
emerging threats, as they accelerated their 
digital transformation agendas in the wake 
of the pandemic. The company experienced 
a record growth in 2020 with 110% increase 
in annual recurring revenue and expanded 

At GISEC 2021, Nozomi Networks 
will highlight its tremendous growth 
momentum and key solutions and 
capabilities to help Middle East customers 
bridge OT and IoT security gaps and gain 
visibility across their operations.

Bachir Moussa, Regional Director MEAR, 
Nozomi Networks said, “Digitalization 
and the Industrial Internet of Things (IIoT) 
is redefining the traditional enterprise 
OT systems.  OT and IT networks 
are increasingly interconnected and 
unconventional devices are plugged in 
and capable of communicating. These 
expanding attack surfaces have led to 
a huge spike in cybersecurity threats. 

its customer revenues with a 90% rise.
During the three-day cybersecurity event, 

the company will also focus on its recent 
strategic partnerships and showcase its 
expansive product portfolio including its 
cloud-based SaaS offering Vantage, edge 
offering Guardian and other subscription-
based and vertical-specific solutions.

“GISEC serves as an ideal focused 
platform to exhibit our strengths as an 
OT and IT security leader. It offers us 
the opportunity to connect with our 
existing and new customers as well as 
partners from across the region and 
leverage face-to-face meetings in a safe 
and secure manner. We look forward to 
having meaningful conversations with our 
stakeholders and enable them to navigate 
the evolving threat landscape effectively,” 
added Moussa.

The Nozomi Networks team will be 
available at its regional distributor Oregon 
Systems’ stand C10, Sheikh Saeed Hall 2.

Investigations serves as the catalyst 
allowing analysts to more effortlessly 
orchestrate smart and efficient 
workflows. MVISION XDR delivers end-
to-end threat visibility across all attack 
surfaces, greater context, and situational 
awareness using automation to 
streamline operations so organisations 
can preempt an attack rather than 
scramble to contain a breach.”

Available immediately, MVISION 
XDR capabilities include advanced 
threat detection, automated threat 
management tasks, proactive threat 
hunting and optimised response.

Bachir Moussa,  
Nozomi Networks
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   NEWS

LOCKHEED MARTIN, IFS BAG MAJOR DEAL WITH US NAVY

T
he US Navy has selected 
global security and aerospace 
company Lockheed Martin 
and enterprise applications 

company IFS to deliver an intelligent 
maintenance solution that will help 
power its digital transformation of 
multiple legacy systems into a single, 
fully modernised and responsive 
logistics information system. The 
solution will ensure personnel spend 
more time focused on the mission and 
less on aircraft and ship repairs.

The IFS solution comprises 
capabilities for planning and executing 
maintenance, repair, and overhaul 
of more than 3,000 assets including 
aircraft, ships, and land-based 
equipment. The Naval Maintenance, 
Repair, and Overhaul (N-MRO) solution 
combines AI, digital twin capabilities 
and predictive analytics to anticipate 
and react to potential equipment 
failures before they happen, which will 
contribute to the enhanced support of 
maintenance, supply logistics, real-

GARTNER: GLOBAL 
SECURITY AND 
RISK MANAGEMENT 
SPENDING TO TOP 
$150B

of machine learning technologies in 
support of AI security. To combat attacks, 
organisations will extend and standardize 
threat detection and response activities.”

In the Gartner 2021 CIO Agenda Survey, 
cybersecurity was the top priority for new 
spending, with 61% of the more than 2,000 
CIOs surveyed increasing investment in 
cyber/information security this year.

Security services including consulting, 
hardware support, implementation and 
outsourced services represent the largest 
category of spending in 2021, at almost 
$72.5 billion worldwide.

Worldwide spending on information 
security and risk management technology 
and services is forecast to grow 12.4% in 
2021, to reach $150.4 billion, according 
to the latest forecast from Gartner, Inc. 
Security and risk management spending 
grew 6.4% in 2020.

Gartner analysts said the strong growth 
rate reflects continuing demand for remote 
worker technologies and cloud security.

“Organisations continue to grapple with 
the security and regulatory demands of 
public cloud and software as a service,” 
said Lawrence Pingree, Managing Research 
Vice President at Gartner. “Looking ahead, 
we’re seeing early market signals of 
growing automation and further adoption 

The smallest but fastest growing market 
segment is cloud security, particularly 
cloud access security brokers (CASB).

“The pace of client inquiry indicates 
that CASB is a popular choice for cloud-
using organizations,” said Pingree. “This 
is due to the growing popularity of using 
non-PC devices for interacting with core 
business processes, which creates security 
risks that can be mitigated effectively 
with a CASB. CASBs also enable safer 
interaction between SaaS applications and 
unmanaged devices.”

Integrated risk management (IRM) 
technology is also seeing robust double-
digit growth resulting from risks highlighted 
during the global pandemic crisis.

“Areas of significant risk driving near-
term demand include the advent of new 
digital products and services and the 
related health and safety uses, as well as 
third-party risks such as customer data 
breaches or supply chain attacks,” said 
John A. Wheeler, Senior Research Director 
at Gartner.

time fleet management and other 
business functions for more than 
200,000 sailors.

Following a comprehensive and 
competitive evaluation process, the US 
Navy selected Lockheed Martin together 
with IFS’s industry-specific functionality. 
With the added support of software 
developer Beast Code, the solution will 
initially be fielded at multiple US Navy 
sites to help sailors and Marine Corps 
maintainers break down operational 
silos and work towards a common 
maintenance workflow across all ship 
and aircraft platforms.

The digital transformation of the 
US Navy’s maintenance systems will 
see a consolidation of assets and 
parts data in a central repository 
visualised to the users through an 
intuitive, mobile-friendly experience. 
This initiative will lead to increased 
data accuracy, streamlined workflows 
and ultimately less asset downtime 
and fewer unscheduled maintenance 
events. Enabling Total Asset Readiness 

through N-MRO 
will ensure 
information is 
always readily 
available to 
help the US 
Navy achieve its 
desired materiel 
readiness and 

operational availability objectives. 
 Scott Helmer, President, Aerospace 

& Defense, IFS, added, “We are 
proud to be part of N-MRO, which 
will set a new global standard for 
Total Asset Readiness and the way 
defense organisations manage asset 
maintenance and logistics, both ashore 
and afloat. Aerospace and Defense has 
been a key focus industry at IFS for 
decades and this landmark deal stands 
as testament to the success of our 
long-term strategy and determination. 
Working with Lockheed Martin and the 
US Navy, we are already making great 
strides and look forward to a long and 
successful collaboration.”

Scott Helmer, IFS

8 CXO INSIGHT ME JUNE 2021



MORO HUB, HUAWEI TO BUILD SOLAR-
POWERED DATA CENTRE IN MEA 

M
oro Hub, a subsidiary of 
Digital DEWA, the digital 
arm of Dubai Electricity and 
Water Authority (DEWA), 

has signed an agreement with Huawei to 
build the largest solar-powered Uptime 
TIER III-Certified Data Centre in the Middle 
East and Africa at the Mohammed bin 
Rashid Al Maktoum Solar Park. The new 
sustainable, carbon-neutral green data 
centre uses 100% renewable energy and 
has a capacity exceeding 100 megawatts 
(MW) and is the second solar-powered 
green data centre in Dubai launched by 
Moro Hub.

The signing ceremony was witnessed 
by HE Saeed Mohammed Al Tayer, MD 
& CEO of DEWA, and Charles Yang, 
President of Huawei Middle East, and 
signed by Marwan Bin Haidar, Vice 
Chairman and Group CEO Digital DEWA 
and Jerry Liu, CEO of Huawei UAE.

“The new centre positions Moro Hub, 
a subsidiary of Digital DEWA Group 
which also includes InfraX and DigitalX, 
as a leading contributor to the UAE’s 
circular economy, while significantly aids 
DEWA’s progress towards sustainable 
development. It will offer digital products 
and services using Fourth Industrial 
Revolution technologies, such as cloud 
services, the IoT and AI. Since the new 
green Data Centre is the largest in the 
Middle East and Africa, it will enable global 
hyper-scalers to access carbon-free 
computing. Moro Hub’s green data centre 
will help customers in their sustainability 
initiatives to reduce their carbon 
emissions and become carbon neutral,” 
added Al Tayer.

GISEC: SPIRE 
SOLUTIONS FOCUSES 
ON ‘CYBERSECURITY 
FOR THE COMMUNITY’ 
Regional value-added distributor Spire 
Solutions is once again the Official 
Distribution Partner of GISEC, the 
region’s largest cybersecurity event, 
taking place from 31st May – 2nd June at 
Dubai World Trade Centre (DWTC).

Accompanied by leading technology 
partners including Solarwinds, XMCyber, 
SecurityScorecard, ThreatConnect, 
Rapid7, Digital Shadows, Gigamon, 
Corelight, 3Data and Outthink, Spire 
Solutions will showcase continuous 
IT and security monitoring, breach 
and attack simulation, cloud security 
posture management, vulnerability and 
risk management, threat intelligence, 
security orchestration and automation, 

platform for sourcing and collaboration to 
mitigate the effects of cyber-attacks. We 
are pleased to have Spire Solutions as an 
integral part of our show once again.”

Sanjeev Walia, Founder and President 
of Spire Solutions and GISEC Advisory 
Council member, said, “We have supported 
GISEC since its inception in 2013 and have 
regularly launched new solutions in the 
region, showcased product capabilities to 
customers, connected with technology 
partners and reconnected with our channel 
partner ecosystem during the show. Our 
theme this year is Cyber Security for the 
Community which we believe is a regional 
priority and a collective responsibility.”

Solving cybersecurity challenges 
requires a collective effort from the entire 
cyber security eco-system – regulators, 
end users, technology manufacturers 
and channel partners. Spire Solutions will 
emphasise this aspect during GISEC and 
provide practical solutions during various 
public and private sessions.

“We are pleased to associate with 
Moro Hub as the key technology provider 
for the largest green data centre in the 
region. This is an important association, 
and it allows us to strengthen our 
partnership with Moro Hub and take 
part in fortifying the UAE’s sustainable 
development goals. There’s been 
significant growth in the renewable 
sector, and we are optimistic that this 
agreement will reinforce our endeavours 
to implement and strengthen the 
adoption of carbon-neutral digital 
technologies,” said Yang.

Mustapha Louni, Senior Vice President, 
Middle East, Africa & Greater India, 
Uptime Institute, said, “We laud the 
relentless efforts of the UAE government 
to accelerate the adoption of the next-
generation infrastructure for its citizens 
and businesses. Construction of the 
most sustainable Uptime Institute TIER 
III-Certified Data Centre in the region 
will provide green leadership to the IT 
industry at large, and we are confident 
that this new facility will support the 
country’s sustainable economic growth 
for years to come.”

network visibility, 
detection and 
response and 
more at GISEC.

Cybersecurity 
leaders across 
government, 
healthcare, 
finance, 
telecoms, energy 

and other industries are facing a spike in 
the number of cyber-attacks against their 
organisation, following the rise in remote 
working and a higher dependency on 
technology, an alarming trend which Spire 
Solutions will address at GISEC.

Thomas Löffler, AVP, Exhibitions, 
DWTC, said, “The past year has forced 
the cybersecurity community to face 
unprecedented threat levels – the 
COVID-19 pandemic caught the world off-
guard and forced an almost-immediate 
shift to a work-from-home culture. 
GISEC 2021 is an ideal in-person meeting 

Sanjeev Walia, 
Spire Solutions
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   NEWS

ESET TO DISPLAY 
ADVANCE 
CYBERSECURITY 
SOLUTIONS AT GISEC 

and the show has always provided 
us with the desired platform to stay 
connected with the industry leaders 
and cybersecurity experts. The event 

Wyndham’s selection of OPERA 
Cloud for its full-service hotels 
represents the latest in a growing 
list of newly launched technology 
initiatives by the company, all of which 
center on giving franchisees tools to 
help provide a competitive advantage 
amid the ongoing pandemic. Last 
September, the company launched 
a new best-in-classcustomer data 
platform and prior to that, a fully 
reimagined mobile app, making it 
the first to bring mobile check-in 
and checkout to more than 6,000 
economy and midscale hotels.

“The rollout of Oracle’s OPERA 
Cloud represents the next step 
in Wyndham’s continued digital 
transformation,” said Scott 
Strickland, Chief Information Officer 
at Wyndham Hotels & Resorts. 
“Not only does the system help 
our hotel owners deliver a better 
guest experience through a host 
of operational enhancements and 
efficiencies, it’s designed to lower 
their overall costs by eliminating 
the need for costly and difficult-to-
maintain on-site hardware. Best of 

WYNDHAM HOTELS & RESORTS ROLLS 
OUT ORACLE’S OPERA CLOUD GLOBALLY

ESET has announced its continued 
presence at the region’s largest 
confluence of cybersecurity professionals 
in the Middle East – GISEC. This year 
the event will host over 150 exhibiting 
brands and the conference has lined up 
180 speakers to discuss the challenges 
faced by increasing threats resulting 
from a rise in remote working and rapidly 
accelerated digitalisation.

Demes Strouthos, General Manager, 
ESET Middle East said, “We have a 
long successful association with GISEC 

all, hotels can migrate to the system 
remotely in a matter of days, not 
weeks—allowing hotels, particularly 
conversions, to open faster.”

“Wyndham’s progressive approach 
to its digital transformation provides a 
strategic advantage for its thousands 
of hotel owners and operators around 
the world,” said Alex Alt, General 
Manager of Oracle. “Having OPERA 
Cloud in place allows franchisees to 
quickly and remotely enhance features 
for guests as the industry continues to 
evolve, which is going to be critical in 
maintaining a competitive edge.”

The rollout of OPERA Cloud builds 
upon the foundation of a broader, 
multi-year digital transformation for 
Wyndham, which in recent months 
has enabled the company to quickly 
stand-up new tools and offerings 
to help drive more business to its 
franchisees.

also offers us an opportunity to 
interact with our channel partners and 
end-users visiting the exhibition from 
various countries.”

He added. “During the show, we will 
be showcasing our latest solutions as 
well as present ESET protect bundle 
offerings that provide comprehensive 
cybersecurity solutions for businesses 
of all sizes and enable them to manage 
and mitigate risks emerging from the 
ever-growing threat landscape. We will 
also share our learnings and global best 
practices to benefit our channel partners 
and end-customers.”

ESET will be exhibiting its latest 
products and solutions and doing live 
demos at its booth – SS3-9 in Sheikh 
Saeed Halls 1-3, Dubai World Trade 
Centre, Dubai, UAE.

W
yndham Hotels & 
Resorts, the global 
hotel franchising 
company with over 

8,900 hotels across nearly 95 
countries, has announced the 
roll out of the next-gen Oracle 
Hospitality OPERA Cloud Property 
Management (PMS) to its full-
service hotels, making it the first 
major hotel company to adopt the 
system globally. The decision comes 
following successful pilots at nearly 
50 Wyndham hotels over the last nine 
months.

Full-service hotels coming into the 
Wyndham portfolio, which includes 
brands like Wyndham Grand, Ramada 
by Wyndham, and Dolce by Wyndham, 
will be placed on the new PMS while 
existing owners have the option of 
upgrading now or waiting until their 
existing PMS agreements expire. The 
company anticipates approximately 
20 percent of its full-service portfolio 
will adopt the new PMS in the next 12 
months with the majority migrating 
to the system over the next several 
years.

Demes Strouthos, ESET
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KUWAIT’S AMIRI HOSPITAL RAISES THE 
BAR FOR DIGITAL HEALTHCARE SERVICES  

A
miri Hospital, one of Kuwait’s 
most established medical 
facilities, has leveraged new 
network architecture from 

Aruba, a Hewlett Packard Enterprise 
company, to pioneer innovations and 
standards in digital health, telemedicine 
and in-patient care in the country.

The implementation has resulted in 
99.9% network availability, enabled 
introduction of remote healthcare, staff 
mobility, and other digital healthcare 
services, facilitated 60% reduction in 
hospital footfall while serving same patient 
volumes and increased appointment 
efficiency by 120%.

The IT Infrastructure supports the 
Health Informatics Platform, employing 
best of breed solutions and integrating 
with existing systems, delivered through 
the Kuwait based systems integrator – Ms 
Virtus Informatics Company WLL.

“The Aruba architecture, designed, 
successfully deployed and NOC managed 

by the company’s 
partner in Kuwait, 
has enabled 
an SLA of 
99.9% at Amiri 
Hospital,” said 
Eng. Mazyad Al 
Ardi, IT Manager 
of the Capital 
Governorate.

“We have implemented over 50 portable 
devices, that give our medical practitioners 
instant secure access to patient records, 
wherever and whenever they need it,” said 
Dr Raed Syed Hashem, Head of Disaster 
Management Team. “This not only 
empowers our staff to perform their duties 
more effectively, but it also serves as a 
highly visual example to patients, of Amiri 
Hospital’s commitment to pioneering the 
latest digital technologies.”

The Covid-19 pandemic best 
demonstrated the value and capabilities 
of Aruba’s infrastructure. The hospital had 

GISEC: TENABLE TO 
SHOWCASE ACTIVE 
DIRECTORY SECURITY 
CAPABILITIES
Global Cyber Exposure company 
Tenable will be exhibiting at the 
Gulf Information Security Expo & 
Conference (GISEC), taking place at 
the Dubai World Trade Center from 
May 31 – June 2, 2021. The company 
will highlight Active Directory security 
capabilities and shed light on how 
customers can reduce cyber risk.

Successful cyber breaches 
typically start by exploiting a known 
vulnerability followed by attacks on 
Active Directory to escalate privileges, 
move laterally, install malware and 
exfiltrate data affecting IT systems and 
operational technology. Unfortunately, 
most organisations struggle with 
Active Directory security due to 

Middle East, Tenable. “At GISEC 2021, 
we look forward to having impactful 
conversations and discussing the most 
effective ways for customers to see, 
predict and reduce cyber risk in the 
digital era.”

The Tenable team will be available 
at its booth SS3-D1, and will offer 
demonstrations of its Cyber Exposure 
platform, including Tenable.io, Tenable.
sc, Tenable.ot and Tenable.ad.

to manage remote network access for 
thousands of people, and the platform not 
only delivered the performance it needed, 
but also effectively protected the network 
from the fifty plus attacks and malicious 
access attempts the hospital typically 
faced each day.

During the lockdown, the Hospital 
successfully migrated 80% of its services 
to digital channels and consequently were 
able to reduce the footfall by 60% while 
still offering world class care to its patients. 
As pandemic related restrictions were 
lifted, Amiri Hospital managed to maintain 
this reduction in footfall while enhancing 
patient and staff satisfaction. 

The Hospital’s IT team is looking to 
continue to use Aruba’s solutions in 
further innovative projects. It is currently 
assessing Aruba’s Meridian mobile 
engagement platform to facilitate 
wayfinding and location-based services 
around the hospital to enhance patient 
experience while also preventing 
overcrowding in corridors and other 
common areas. It is also testing an asset 
management system based on Aruba 
Asset Tags, to enable better inventory 

misconfigurations piling up as domains 
increase in complexity, leaving security 
teams unable to find and fix flaws before 
they become business-impacting issues.

Following its acquisition of Alsid in 
April, Tenable added Tenable.ad to its 
suite of Cyber Exposure solutions. With 
Tenable.ad, organisations can see, 
predict, and act to address risk in Active 
Directory to disrupt attack paths before 
bad actors exploit them.

Tenable’s combination of risk-based 
vulnerability management and Active 
Directory security solutions help prevent 
threat actors from getting a toe-hold in 
the corporate environment, stopping 
attacks before they can begin.

“The acceleration of digital 
transformation and remote work models 
over the past year has resulted in a surge 
of cybercrime. Active Directory is a 
prominent and valuable target for threat 
actors who can use to gain access into 
a network and conduct further attacks,” 
said Maher Jadallah, Regional Director, 

Dr Raed Sayed Hashem, 
Amiri Hospital

Maher Jadallah, Tenable
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   VIEWPOINT

H
uman adaptability has been 
on display all through our 
year of lockdown. With 
digital transformation 
providing a workforce 

refresh, the post-COVID normal looks 
set to be a world where scattered teams 
are balanced by a strong emphasis on 
business continuity. 

Having experimented with working 
from home, more workers would like the 
arrangement to continue – or at least, 
to have the flexibility to determine their 
own working hours. A Pew Research 
Center survey found that 71% of US 
workers would keep working remotely if 

artificial intelligence (AI) and enhanced 
collaborative tools are helping create 
a new reality for industrial operations. 
Software leaders in the sector, like AVEVA, 
are driving this innovation by providing 
software, services, and digitised power 
and process infrastructure solutions 
that enable the transition to the world of 
virtually controlled sustainable operations 
and empowered, connected workers. 

The industrial enterprise that is being 
created in the wake of the pandemic 
will have an empowered, connected 
workforce. As the next-generation 
workforce – a category of workers who 
do not know a life without the internet – 

they had the option. At the same time, 
an increasing number of organisations 
have switched to long-term remote work, 
including Google and Microsoft. 

But what does this new location-
agnostic workforce mean for organisations 
across the economic spectrum? How 
might hitherto location-dependent 
industrial manufacturers and energy 
companies, for example, prepare for such 
sweeping changes – even as they work to 
attract and retain new talent? And what 
does that mean for business continuity?

Bridges the geographical gap
As business has become digitalised, cloud, 

CONNECTED WORKERS WILL HARNESS THE BENEFITS OF DIGITALISATION 
TO PROVIDE BUSINESS GUIDANCE FOR ORGANISATIONS ACROSS THE 

ECONOMIC SPECTRUM, SAYS RAVI GOPINATH, CHIEF CLOUD OFFICER 
AND CHIEF PRODUCT OFFICER AT AVEVA

THE CONNECTED WORKER 
IS KEY TO POST-COVID 
BUSINESS RESILIENCE
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starts to assume their responsibilities, 
expertise based on years of experience 
will gradually be replaced by a new 
digital skillset. 

Designers, engineers, operators, 
managers will all be equipped with 
the tools of information, analysis, 
automation, and guidance to ensure that 
they are able to accomplish their tasks 
efficiently and securely, in their individual 
capacities and as digitally linked teams. 
These Connected Workers comprise the 
beating heart of the resilient post-COVID 
organisation.

Rebuilding the workforce ecosystem 
As organisations build back better and 
stronger, then, technology will continue 
to play an enabling role for this new 
workforce. The normal workplace 
ecosystem to support them over the 
medium- and long-term is already being 
radically rebuilt with cloud and AI at its 
core. Digital solutions will become a 
valuable shop floor partner, providing 
remote access to the physical sites 
that workers once occupied while 
simultaneously deploying the tools 
required to collaborate with internal and 
external colleagues – whether human 
or robot.

Applications will need to interoperate 
seamlessly to address complex use 
cases and provide workflows without 
boundaries. No matter how complex 
or domain-intensive the underlying 
functionality, the relevant information 

needs to be abstracted, contextualised, 
and presented simply and clearly. 
Automated guidance and learning aids 
are needed to provide digital expert 
assistance, and the experience of 
industrial software must be as good 
as the intuitiveness and ease of use of 
consumer technology.

While this new enhanced digital 
collaboration will be delivered over cloud-
based networks, it is the acceleration 
of AI, combined with big data, that will 
support teams in elevating performance. 
In tandem, the development of cloud-
based learning development tools will 
help workers align and develop skillsets 
specific to evolving roles and job 
requirements.

Two new personas
When addressing the business drivers 
that shape the new normal, two key 
personas emerge: the digital twin and the 
connected worker.

Simply defined, a digital twin is a data-
led digital representation of a physical 

object. Such a digital duplicate provides 
the digital backbone across the key 
industrial disciplines of engineering, 
production, maintenance, and supply 
chain management, and provides 
performance-based analytical predictions 
to enable decision making and address 
business requirements. 

The connected worker leverages 
these elements to give them context, 
providing the insight, guidance, and tools 
to ensure safe, effective, and consistent 
work output specific to each role. When 
workers all along the manufacturing value 
chain gain instant access to the same 
information, decision making is faster, 
more precise, and more profitable. 

An example of the two forces in action 
is the deployment with oil sands producer 
Suncor, and power provider Duke Energy. 
Both companies use Schneider Electric 
hardware combined with AVEVA’s 
dynamic range modeling, prognostics 
tools and AI-infused analytics to optimise 
processes across their assets, combining 
data on everything from flow rates 
and volumes to shifts and operational 
planning. The result is that the leaders of 
both companies can detect unit failures 
early, identify potential production 
challenges or equipment failures before 
they occur and optimise performance by 
shifting automatically to different plant 
component to pre-empt and prevent 
the failure. These tools enabled Suncor 
to drive productivity and ensure higher 
production, optimising the useful life of 
their portfolio. At Duke, meanwhile, the 
team saved $34 million in a single AI-
predicted operational catch. 

As digital environments become the 
norm across the economic value chain, the 
benefits of using tools such as the digital 
twin enable connected workers to make 
more informed decisions, collaborate in 
real-time, improve safety and efficiency, 
and drive sustainability throughout the 
operation. The result is interconnected, 
resilient organisations that work together 
seamlessly – regardless of where they are 
located and which time zone they operate 
within. That is the true promise of digital 
transformation. 

WHILE THIS NEW 
ENHANCED DIGITAL 
COLLABORATION WILL BE 
DELIVERED OVER CLOUD-
BASED NETWORKS, IT IS 
THE ACCELERATION OF 
AI, COMBINED WITH BIG 
DATA, THAT WILL SUPPORT 
TEAMS IN ELEVATING 
PERFORMANCE. 
IN TANDEM, THE 
DEVELOPMENT OF 
CLOUD-BASED LEARNING 
DEVELOPMENT TOOLS 
WILL HELP WORKERS 
ALIGN AND DEVELOP 
SKILLSETS SPECIFIC TO 
EVOLVING ROLES AND JOB 
REQUIREMENTS. 
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   COVER STORY

JACOB CHACKO, REGIONAL DIRECTOR - MIDDLE EAST, SAUDI & SOUTH AFRICA 
AT ARUBA, A HEWLETT PACKARD ENTERPRISE COMPANY, EXPLAINS HOW THE 

COMPANY IS ACCELERATING DIGITAL TRANSFORMATION IN THE REGION WITH ITS 
EDGE-TO-CLOUD STRATEGY.

AT THE CUTTING EDGE

W
hat’s been the impact 
of Covid-19 on your 
business?
We all went through a 

brief lull when Covid-19 hit us last year, but 
surprisingly it didn’t have much of an impact 
on our business. The business has shown 
growth, consecutive growth which has 
been fantastic for a business of our scale. 
The  systems that we had put in place was 
so resilient that it allowed us to transition 
to remote work seamlessly. And as for our 
customers, we have seen a significant boost 
in their digital transformation initiatives in the 
wake of this pandemic. Now we see strong 
signs of economic recovery.

Are you seeing any shift in the tech 
investment priorities of your clients 
in the wake of this pandemic?
During the pre-Covid times, we had limited 
customers who wanted to embark on the 
digital transformation journey . When the 
pandemic struck, disrupting everything, 
businesses suddenly had to adapt to the 
new realities to stay operational. Those 
businesses, which had invested in good 
infrastructure and adopted cloud and other 
digital technologies, could adapt and evolve 
much faster. Others had to go and build that 
infrastructure to prepare for the new normal. 

What is the impact of WFH on 
network infrastructure?
I was working from a physical office before, 
and suddenly, I had to work from home and 
log into applications and systems seamlessly. 
This is what all organisations did, pivoting 
to a remote workforce. The question was, 
how do you get onto the cloud and move to a 
subscription model, be it software, platform, 
or infrastructure? That transformation has 
happened during this period.

Do you think the pace of DX is only 
going to get faster?
We have started seeing a serious push for 
digital transformation because businesses 
have realised this will be the way of life now. 
With the speedier rollout of vaccinations 
worldwide, we might see the end of this 
pandemic shortly. Covid-19 showed us 
that we should be prepared for any similar 
eventuality in the future. So I think the pace 
of digital transformation is only going to 
accelerate and a perfect example is of Saudi 
Arabia building technologically advanced 
smart cities. All these developments offer 
enormous opportunities for networking 
service providers.

How is Aruba helping its 
customers accelerate their digital 
transformation journey?
Right in the middle of the pandemic, we 
launched our Edge Services Platform (ESP) 
as part of our edge-to-cloud journey, built 
upon guiding principles of connect, protect, 
analyse and act. At Aruba, we were always 
deploying infrastructure for our customers. 

But the question before us was how do 
we unify the networking infrastructure 
– be it wireless or wired – and build zero 
trust protection around it? And how can 
we provide it as a flexible option to our 
customers? That is why we have launched 
network-as-a-service, which is a massive 
transformation for the industry. If you go 
back in history, we have seen major inflection 
points. One was the invention of the Internet, 
which changed everything. The second 
was the launch of the Apple iPhone, which 
moved everything to the edge. Now, we are 
on the cusp of another inflection point in the 
networking industry. We are leading that 
space with the introduction of ESP, an AI-
powered, cloud-native platform that predicts 
and resolves problems at the network edge 
before they happen. We can drill down and 
get to the root cause of connectivity issues 
with a 90 percent reduction in the time 
to resolution. Leveraging AI, this platform 
generates real-time, actionable insights 
that you can use to troubleshoot literally in 
minutes compared to eight to nine person 
hours that it used to take before. Now, that is 
the inflection point I am talking about.

Can you please explain your edge-to-
cloud strategy?
With digital transformation, our 
customers are looking for only one thing 
now – business outcomes. They need an 
infrastructure that would help them do 
that, and for that to happen, you need to 
collect data, which is always generated at 
the edge. You need to capture, process, 
and analyse data near its source. Our 
edge-to-cloud story with Aruba ESP is 
about capturing data at the edge using 
our secure WAN infrastructure from 
Silver Peak acquisition and transform it 
with a cloud-native platform that gives 
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you the agility to respond to business 
needs faster. The last nine months have 
seen a dramatic acceleration of the 
adoption of ESP as a platform.

Could you elaborate more on your 
Edge Services Platform?
We launched the Aruba Edge Services 
Platform last year. The building blocks 
of the platform were connect, protect, 
analyse and act. Connect is all about getting 
everything connected and data flowing; 
protect, to ensure that cybersecurity is at 
the heart of everything we do. And then 
of course, ultimately delivering on the 
business value, which is analyse the data, 
and then act upon it. These came together 
in a unified platform which we call Aruba 
ESP. ESP was the name intentionally 
because AI is going to be at the 
 heart of this and we want to be able to 
deliver this as a service. Aruba Central is 
the vehicle from which ESP is consumed. 
You can obviously experience ESP in home 
environments for work from home, branch 
offices, campuses, data centres and clouds.

One huge win that really signaled the 
adoption of ESP in a big way was with 
the Pentagon in the USA. The entire 
infrastructure is delivered as an Aruba 
ESP edge.

Is the cloud a key focus area for you?
Yes, it is a big focus area for us. Our 
strategy has been to drive the entire 
business to an as-a-service model and 
towards the cloud in the last two years.

Is cloud usage increasing in the 
region?
The private sector has adopted the cloud 
much faster than the public sector, 
which is worried about data security, 
compliance, etc. Around five months back, 
we announced a strategic partnership with 
Etisalat to provide Cloud Managed WiFi and 
networking solutions to its customers in the 
UAE embedded with advanced analytics 
across the public sector, retail, healthcare, 
and hospitality verticals.

The public sector can have the same 
cloud benefits out of an infrastructure 
located within the country, with the highest 
data privacy and residency standards. The 
pandemic has fueled a significant uptake 

in the adoption of cloud technologies in the 
region because enterprises have realised 
that this is the only way they can reduce 
capital expenditure and, at the same time, 
build resiliency in business operations.

Could you throw some light around 
Silver Peak acquisition and how it is 
integrated into your portfolio now?
We completed the acquisition around 
eight months back. The teams have 
been integrated, and portfolios are ready 
now. We have already started talking to 
customers about the SD-WAN portfolio.

Silver Peak and Aruba were born at 
the edge of the network. That gives us a 
really unique perspective on how we think 
about security. We think of the edge as 
being at least as important as the data 
centre, or the cloud. We think the edge is 
the pivot point that enables you to make 
a security transformation, and a WAN 
transformation at the edge. 

Do you see SD-WAN as the next big 
opportunity?
It is an amazingly hot market. Gartner 
says it will be a 10 billion dollar business by 
2022, and nearly 30 percent of enterprises 
locations will have only Internet WAN 
connectivity by 2023 which means SD-
WAN is going to proliferate. In the Middle 
East, we see huge traction because both 
public and private sector companies have 
started evaluating the benefits of moving 
to an SD-WAN solution from the legacy 
MPLS infrastructure.

SD-WAN is going to be a foundational 
technology that brings the edge and 
the cloud together. Silver Peak allows 
us to really deliver SDN capabilities in 
a plethora of different configurations. 
Zero-trust and SASE are going to be vital 
ingredients enabling this edge to cloud 
architecture of the future.

What is your cybersecurity strategy?
Security has always been at the heart of our 
strategy from day one. When the company 
was launched 20 years ago, we became 
successful because we kept the firewall 
architecture around wireless management. 
Today, what’s more important is keeping 
the cloud security sources stronger. 
Enterprises are moving towards a SASE 

model, and it requires traffic to be 
understood, analysed at the right speed. A 
key attribute of our ESP platform is zero-
trust security. You need to know what is 
happening in your network, which devices 
are connected, and process that secure 
data down to the last mile. The best part of 
our security strategy is automation – we 
are not doing any manual interventions but 
automating security with AI.

Is WiFi 6 adoption mainstream now?
There is a big demand for WiFi 6, and we 
are the leading vendor in this space that 
has shipped the maximum number of 
WiFi 6 access points globally. Most of our 
customers understand the benefits of this 
new WLAN technology, and most of the new 
rollouts are WiFi 6. In fact, it has reached one 
million access points faster than any other 
WiFi standard.

Aruba has also launched a Wi-Fi 6E 
access point, making it the first enterprise 
networking vendor with a solution that 
takes advantage of the newly-opened 
6GHz spectrum.

Do you think 5G might replace WiFi 
in the long run?
It is going to co-exist. 5G will reduce network 
latency and drive user experience at the 
edge, and the backhaul could be WiFi. 
Industry 4.0 is all about how you can get 5G 
and WiFi to work together seamlessly.

How does Aruba’s as-a-service 
approach differentiate from 
competing tech vendors’ approaches 
to consumption-based IT?  
The network-as-a-service offering from 
Aruba is where you can pay for what you 
use and it’s going to be a game changer. 
Customers would love to move to a pay 
as you use model which gives them the 
flexibility of managing their cash flow and 
at the same time get all the benefits of what 
the model has to offer.

What makes Aruba’s as-a-service 
approach unique is automation. What 
we’re doing is not just repackaging what 
we have into a financial offer as-a-service, 
but actually, using AIops in the background 
to automate the delivery of the service. 
That ultimately is going to be the way that 
we can economically make it work. 
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  VIEWPOINT

A 
recent PwC survey of 
CEOs in the Middle East 
revealed that nearly 
three-quarters considered 
cyber-attacks and data 

leaks as threats to growth in 2021. And 
rightfully so, as the recent SolarWinds 
incident and the Exchange attacks show, 
cybercriminals are ramping up their 
efforts to cause disruption and financial 
cost to their victims.

With employees working remotely or in 
a hybrid setup, the challenge of guarding 
against cyber-attacks has increased 
multi-fold. Far from the security of a 
corporate firewall, personnel are instead 
logging in and accessing data from 
unsecured devices and public networks.

As an organisation’s security 
perimeter currently extends to their 
employee’s homes, IT teams have had 
to rethink their security policies and 
architecture. These changes are now 
centered on using identities to restrict 
access and ensure only authorised 
people can connect with centralised 
applications and data.

The role of Active Directory
Despite the broad range of different 
attack types cybercriminals are using, 
industry research has found a common 
factor that links more than 80% of them: 
Active Directory (AD). The Microsoft-
developed directory platform is at the 
heart of more than 90% of Fortune 
1,000 corporate IT infrastructures and 
has, over time, become a favoured 
means for gaining unauthorised access.

 The security challenge stems from the 
fact that some organisations view AD as 
little more than ‘plumbing’ to connect 
the various infrastructure components.  
As with many operational technologies, 
the focus is on having it work without 
service disruption, often to the detriment 

Active Directory monitoring
Continuous visibility into Active Directory 
risks and detecting live attacks against it 
is an essential control for businesses of 
all sizes. The tools can offer actionable 
alerting and prompt remediation of 
dangerous exposures to reduce attack 
surfaces and lateral attack paths that 
threat actors could exploit.

The tools can also provide live detection 
for actions such as password spraying, 
DCSync, DCShadow, Golden Ticket attacks, 
and other events which are likely to be a 
sign of an attack on the network. These 
detections allow security teams to respond 
to the activities before the attacker can gain 
access to their chosen goals.

When choosing a tool to deploy that 
will effectively monitor AD, it’s important 
to look for a range of specific capabilities. 
These include continuously monitoring 
AD and providing reliable alerts should it 
spot any anomalous behaviour.

The tool should also provide 
actionable alerts for quick remediation of 
weaknesses before attackers can exploit 
them, reducing some of the security 
team’s workload and allowing them to 
focus on urgent activities.

The tool should provide the most 
effective protection with visibility and 
monitoring for domain, device, and user 
exposures across the AD. These will 
ensure that the security teams spot any 
attempted attacks as quickly as possible 
to limit the damage attackers can inflict.

Conclusion
On average, four out of five known attacks 
have leveraged Active Directory.  With 
new innovations, continuous monitoring 
and protecting AD without altering 
the AD Infrastructure or operations is 
now a reality.  The two primary ways 
to do this are by monitoring AD for 
misconfigurations and attacks in real-
time and hiding the information AD 
contains, which the attackers need to 
steal, destroy, or tamper with data .

AD and the growing area of cloud 
entitlements will remain essential IT 
infrastructure components for many 
years to come. Therefore, taking time to 
ensure that identity security is as strong 
as possible now will help mitigate the risk 
of attacks in the future. 

of its security.
One 

approach 
that growing 
numbers of 
security teams 
are adopting 
involves 
automating 
vulnerability 

and live attack detection on Active 
Directory. This strategy is powerful 
because an undetected exposure can 
lead to an attacker elevating their 
privileges, changing security settings, 
and erasing their tracks. These 
innovative technologies can detect 
an attacker’s activity during initial 
observation and discover their presence.

Additionally, because Active Directory 
is inherently insecure, cybercriminals can 
use tools to query AD and discover ways 
to access an organisation’s domain admin 
accounts. Innovations in Active Directory 
protection tools can deter these activities 
by concealing the real AD objects,  
intercepting unauthorised queries, and 
returning deceptive results that misdirect 
the attacker into a decoy, negating their 
ability to gather useful data.

From the attacker’s perspective, 
things seem normal, and they may 
believe they have successfully gained the 
data they were seeking. However, when 
the attacker attempts to move laterally 
through the infrastructure using the fake 
information they gathered, the security 
team is prepared for them and ready to 
watch their next moves. 

This approach to AD security is powerful 
because now the IT security team knows 
the attacker’s tactics, techniques, and 
procedures (TTPs) and can gather 
indicators of compromise (IoCs). They can 
use this intelligence to help prevent future 
similar attack activities.

RAY KAFITY, VICE PRESIDENT - MIDDLE EAST, TURKEY & 
AFRICA AT ATTIVO NETWORKS, EXPLAINS WHY ORGANISATIONS 
SHOULD NOT LEAVE AD DATA EXPOSED TO ATTACKS

WHY YOU NEED TO MONITOR 
YOUR ACTIVE DIRECTORY
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   CASE STUDY

A BLUEPRINT  
FOR SUCCESS

GARRY TAYLOR, CHIEF TECHNOLOGY OFFICER, DATAFLOW GROUP, EXPLAINS HOW 
THE COMPANY EMBARKED ON ITS TRANSFORMATION JOURNEY 10 YEARS AGO TO 
BECOME A SUCCESSFUL AND WELL-VERSED CLOUD-NATIVE BUSINESS IN TODAY’S 

DIGITAL LANDSCAPE. 

Garry Taylor, Chief Technology Officer, 
DataFlow Group, says, “We began our 
journey to cloud with Google Cloud in 
association with iSolutions, almost a 
decade ago. Since then, there has been 
no looking back and we have transformed 
our IT operations end-to-end over the 
years. Today we have no applications 
residing on local desktops or servers, and 
we have zero data centres.”

iSolutions, a specialised provider of 
innovative technology solutions, has 
been serving DataFlow Group for its 

T
he march towards 
cloud technologies has 
accelerated, especially in the 
past year, as organisations 
were compelled to embrace 

remote models and distributed work 
environments overnight in the wake of 
COVID-19. But companies like DataFlow 
Group had started redefining the 
parameters of how work happens by 
experimenting with cloud for enhanced 
collaboration and productivity long 
before the ongoing pandemic. 

As a leading global provider of 
specialised Primary Source Verification 
(PSV) solutions and background 
screening and immigration compliance 
services, DataFlow partners with clients 
across the public and private sectors to 
assist them in mitigating potential risk by 
exposing fraudulent education degrees, 
employment certificates, practice 
licenses, work permits, and passports. In 
order to successfully authenticate these 
documents, the company uses state-of-
the-art technologies. 
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Google Cloud requirements and has 
helped procure the necessary Google 
Cloud products over the years. 

Garry adds, “iSolutions has been a 
key partner with us on our journey to 
Google Cloud and Google Workspace, 
and has offered invaluable assistance 
and support along the way. They have 
been quick to respond to our needs, and 
while they possess great knowledge 
about the platforms themselves, they 
also have a really great relationship 
directly with Google when we need 
that extra level of support or advice on 
direction and trajectory.” 

When Garry joined the company five 
years ago, he and his team initiated 
the process of moving the entirety of 
DataFlow onto cloud platforms.

“After taking stock of current and 
future business needs, evaluating 
market trends and discussions with 
senior management, it quickly became 
apparent that seizing the cloud 
opportunity wholeheartedly was the 
right way to go.”  

The first step included moving 
all of the organisation’s business 
productivity applications onto Google 
Workspace, known as Google G Suite, 
back then. The next actions were 
around getting the licenses in place 
and simplifying the desktop. 

Garry adds, “We had to make sure the 
applications were suitable and fit for 
purpose as opposed to having bloated 
ones on users’ desktops. We were able 
to complete this process over two or 
three months for the majority of the 
staff. This also included transforming 
our hardware infrastructure.”

DataFlow converted 95% of its 
Windows-based devices to Google 
Chrome OS Hardware. According to 
Garry, this greatly helped employees 
have enhanced experiences and extend 
the life of the device and do away with 
any annual maintenance contracts.

Even today, one of the biggest hurdles 
with migrating to the cloud is switching 
the way an organisation thinks. The 
transition to the cloud is not solely 
about implementing new technology 

or process but also a significant 
cultural shift that starts from the top. 
Garry notes that this was definitely a 
challenge when DataFlow was making a 
move to the cloud. 

“People are used to doing things the 
way it’s always done. So, when a new 
process or technology is introduced, it 
does take time for everyone to accept 
it as the norm. Adopting a cloud-first 
mindset must be fostered within all 
levels of an organisation.”

Another challenge the team had to 
tackle back then was the headlong leap 
into Google’s application suite. 

He explains, “Four to five years ago, 
the Google applications were not as 
mature or advanced as they are today. 
So, at the time perhaps the Suite didn’t 
provide richness in terms of feature sets 
that modern applications have. But when 
you evaluate what the workforce needs 
to get their work done efficiently, there 
was no question that the applications 
would greatly improve productivity.”

As early adopters of cloud technologies 
in the region, DataFlow has certainly 
enjoyed an edge over its competitors. 
While companies scrambled to achieve 
seamless cloud migration to face the 
chaos brought on by the pandemic, 
DataFlow was able to seamlessly 
transition its 500 plus workforce to a 
remote working environment as they 
were already on Google.

“There was no doubt in my mind 
that cloud was the future. Along with 
embracing Google’s productivity and 
application suite, we have also moved 
all of our architecture and infrastructure 
to the cloud with Amazon Web Services, 
as it was the more mature product back 
then. Fortunately, as we had initiated 
and completed our cloud journey many 
years ago, we were in the best possible 
situation when the pandemic hit last 
year,” Garry says. “The process of 
taking everybody from office-based 
roles to home-based ones was simply 
a case of picking up a Chromebox or a 
Chromebook and walking home with it.”

DataFlow was 100 percent operational 
within 48 hours in its new remote model. 

He adds, “We had a leap ahead in 
terms of capability. The lesson is – 
don’t be afraid to look at leading-edge 
technologies; see how you can adopt it if 
it makes sense for your business in the 
future. There is always an opportunity 
to use newer solutions and technologies 
that are coming along. Technology 
leaders must move away from the 
tendency to stick with the status quo 
just because that’s easier.”

The remote work model presented 
some different security challenges. 
DataFlow was quick to realise that 
traditional VPN solutions would not be 
effective in such a distributed cloud 
environment. As a part of its overall 
cybersecurity measures, last year, 
the company also deployed Google’s 
zero trust model, BeyondCorp, better 
enabling secure work virtually. 

We will see the company doubling 
down on its cloud priorities and 
accelerating its automation roadmap 
from now on.

“It is not enough to simply adapt to a 
cloud architecture, but instead, the goal 
should be to become cloud-native. We 
ensure everything is cloud-friendly as 
we move ahead. Having migrated to the 
cloud completely, our next big push is to 
“automate everything”. It is a continuous 
journey, and it is about always looking 
out for the next big technical leap 
ahead,” Garry concludes. 
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Frank Kim, a fellow instructor at SANS 
Institute, says whether it’s sensitive 
data that can be easily monetised, 
intellectual property that can be stolen, 
or business proprietary information 
the cloud now has it all. The business 
drivers for moving to the cloud are 
undeniable and organised crime, 
nation-states, and your competitors 
understand this. “They may target 
your cloud systems and infrastructure 
directly or, more often, go for the 
weakest link in your people, whether 
they be malicious or negligent insiders,” 
he says.

According to a recent McAfee 
report, the number of threats from 
external actors targeting cloud 
services increased 630%, with 

T
he pandemic-induced 
migration to the cloud 
is gaining traction in the 
Middle East. Major players 
such as Microsoft, AWS, 

Oracle, and IBM have set up their 
cloud data centres in the region, 
enabling businesses to be more agile 
and efficient. 

According to Gartner, the global end-
user spending on public cloud services 
is forecast to grow 23.1 percent this 
year. The research firm says the events 
of last year allowed CIOs to overcome 
any reluctance to move mission critical 
workloads from on-prem to the cloud.

Though service providers claim the 
cloud is inherently more secure, some 
cloud security breaches have recently 

made news headlines. More than ever 
before, businesses are now far more 
concerned about data privacy and 
compliance, and many CIOs worry 
about the security of their data stored 
in the cloud.

“Cloud security threats closely 
mirror current industry trends. With 
the pandemic driving remote work, and 
thereby the transition of employees to 
new environments, the main security 
issues pertaining to the cloud relate 
to application vulnerabilities, email-
based attacks, incorrectly configured 
firewalls, and authentication and 
secure access,” says Maroun Hashem, 
Manager, Public Cloud and Alliances - 
Middle East, Africa, Pakistan & Turkey 
at Barracuda.
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the greatest concentration on 
collaboration services like Microsoft 
365. The security vendor has observed 
3.1 million external attacks on cloud 
accounts from more than 30 million 
cloud users during Q4 2020.

“Numerous ‘breaches’ have occurred 
in IaaS environments, but they do not 
look like your typical infiltrate-with-
malware type of scheme. In most cases, 
the Cloud-Native Breach (CNB) is an 
opportunistic attack on data left open 
by errors in how the cloud environment 
was configured. Adversaries can 
exploit misconfigurations to escalate 
their privileges and access data using 

to know just how large the footprint 
might be. This is because non-IT 
functions — such as marketing, 
developers, and others will create, then 
sometimes abandon, cloud assets. 
This makes it difficult for the security 
team to gain a true view of all cloud 
inventory, including containers that 
spin up and disappear just as quickly,” 

Gregg Ostrowski

Frank Kim

Migration to the cloud 
needs to be properly 
prepared and planned for 
by applying the “security 
first” guiding principle, and 
this could be particularly 
challenging considering the 

lack of security talents in the market. Cloud 
computing services are available online and 
as a consequence, anyone with an internet 
connection, the correct URL (web address) 
and the right credentials can access it. This 
is particularly attractive for cybercriminals 
who constantly attempt to violate systems, 
identifying vulnerabilities in order to exploit 
them to perpetrate malicious activities. 

Giuseppe Brizio, CISO EMEA at Qualys

With every passing day, 
an increasing number 
of organisations are 
migrating their sensitive 
data and business 
applications to the cloud 
for operational flexibilities, 

cost efficiencies and quick scalability. To 
avoid vendor lock-in on a single Cloud 
Service Provider (CSP), many organisations 
are opting to work with multiple CSPs in a 
multi-cloud environment.

Lack of proper security and key 
management practices in a multi-
cloud environment will only increase 
the organisations’ attack surface, with 
cybercriminals being eager to take 
advantage of it as they get smarter and 
more sophisticated. Luckily, there many 
industry best practices, such as Bring 
Your Own Key (BYOK), Bring Your Own 
Encryption (BYOE), and centralised and 
automated key lifecycle management that 
can optimise data protection in the cloud.

Sebastien Pavie, regional VP for data 
protection solutions at Thales

The pandemic 
resulted in 
a dramatic 
increase in 
cloud adoption, 
which was 
already on an 

upward trajectory even before 
the shift to remote work 
following COVID-19. On top 
of this, many enterprises opt 
for multi-cloud environments 
rather than hosting their data, 
applications, and services on 
a single cloud platform. This 
further complicates security 
responsibilities.

 Cloud security follows a shared 
responsibility model. Configuration 
of the cloud environment is the 
responsibility of both the clients 
and the service providers. Though 
appropriately configuring the 
cloud environment seems like an 
obvious thing to do, the grey areas 
of shared responsibility mean 
that misconfigurations are more 
common than we might expect. 
Poorly configured cloud systems, 
tools, and accounts can be abused 
by attackers to exfiltrate data or 
launch attacks.  

Manikandan Thangaraj, VP at 
ManageEngine

WHAT THE 
EXPERTS 

SAY

native functions of the cloud, instead 
of malware,” says Vibin Shaju, presales 
director, EMEA enterprise, McAfee.

The elastic nature of cloud 
environments is another challenge. 
“With an on-prem traditional network 
it is relatively easy to keep track of 
workloads and applications. However, 
with cloud environments, it is difficult 
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Maher Jadallah Maroun Hashem Vibin Shaju

says Maher Jadallah, senior director - 
Middle East & North Africa, Tenable

Common cloud security mistakes
If you look at how rapid rollouts used 
to work, in many cases, technologists 
only had to concern themselves 
with their own environments. But 
today, behind every cloud-native 
application is a veritable smorgasbord 
of technologies, many of them 
third-party — integrated tools, 
platforms, interfaces and more. When 
organisations migrate to the cloud, 
they lose visibility and hence control 
of such dependencies.

“To compound this issue, enterprises 
often do not have the right tools, 
policies, and standards in place to 
ensure that security is an integral 
part of the innovation lifecycle. One 
of the most common missteps is to 
try and implement cloud services in a 
vacuum. This results in organisations 
having to perform intensive audits just 
to understand what cloud services 
are being used and what data is being 
stored there. Sound governance and 
effective internal collaboration are 
critical to the long-term success and 
scalability of digital experiences,” 
says Gregg Ostrowski, regional CTO, 
AppDynamics.

Shaju from McAfee says keeping 
track of security incidents in IaaS is 
increasingly difficult when you operate 
in multiple cloud service provider 

(CSP) environments. “There is an 
interesting awareness trend here 
as well, similar to the “Shadow IT” 
we’ve seen for years with Software-
as-a-Service (SaaS) applications 
being brought into the enterprise. At 
McAfee, we wanted to uncover the 
prevalence of these breaches and the 
impact they are having on companies 
worldwide. The most common point 
of leverage for a “Land” action is a 
misconfiguration in an IaaS resource, 
which is wholly the responsibility 
of the cloud customer but often 
overlooked,” he says.

Tips for cloud security
It may seem overwhelming at first but 
it’s also straightforward to get a handle 
on your cloud security, according to 
Kim from SANS Institute. Learn the 
cloud provider’s services in detail so 
you can use and secure them properly. 
This means multiple providers like 
AWS, Azure, and Google because your 
business will likely be using more than 
one in a multi-cloud world. 

“Ensure you have appropriate 
monitoring and visibility to identify 
anomalous activity. Finally, establish 
consistent controls and governance 
processes. Remember, it’s easy to 
make a mistake, but you have to 
expect that these mistakes will occur. 
Leveraging automation for consistency 
and embedding security into your 
business and technical processes will 

help ensure you can build correctly 
from the start,” he says.

Hashem from Barracuda says 
with their ability to protect cloud 
applications from a broad range of 
attacks ranging from DDoS to bots, 
web application firewalls (WAFs) are 
a critical component of the cloud 
security equation. 

He adds it’s also important 
to recognise that cloud apps 
will inevitably be targeted. So, 
understanding what happened 
is critical to both prevention and 
remediation. Unfortunately, far too 
many organisations either don’t 
maintain logs, or have logs available in 
machine language alone, making them 
unusable for this purpose. 

Jadallah from Tenable urges 
companies to return to the basics 
of cyber hygiene by leveraging 
vulnerability management and honest 
assessment of the challenges they 
face. This way, they can understand 
where the risks exist within their 
infrastructure, however dynamic, 
remote or short-lived they may be, as 
well as establish an efficient process 
to measure overall risk and secure 
the network.

“The security team needs to make 
sure it can actively detect all assets and 
identify key processes across the entire 
attack surface wherever it resides — 
including any assets in the cloud and 
container environments,” he says. 
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C
an you share some key 
learnings you have learned 
during this pandemic?
Bill: You’d expect us to say 
that we’ve had a challenging 

year with devastating effects. But that’s 
not it. It’s posed a challenge to people 
and lives, of course. However, it has not 
had a negative impact on our business at 
all. Our business has continued to grow. 
Things were a little bit rocky in the March-
April timeframe of 2020, but we made the 
transition quickly. 

The learning piece was moving 
everybody to remote/ home working. Of 
the 4,400 of our employees, half of them 
were already working out of their homes 
before the pandemic. The other half we 
had to move. That was a big deal. R&D 
and customer support teams had to work 
from home. Now we are taking certain 
groups – for example, our order entry 
group for all of the Americas – and move 
them out of the office permanently to work 
out of their homes. And we’ll use weekly or 
bi-weekly meetings in the office and host 
events to boost morale and foster team 
spirit. The learning for us from all of this 
is to be versatile, which to be honest, we 
have always been that way. We’ve always 
operated in a virtual environment. 

Do you have a 100% remote workforce 
now, or is it hybrid?
Bill: At present, we are 100% remote. We 
have offices open, and employees can go 
in and utilise the offices if they so wish. 
But we are about to change that. Around 
the first week of July, we will bring back 
the customer support team into our US, 

IN THIS EXCLUSIVE INTERVIEW, VEEAM’S CEO BILL LARGENT AND CMO JIM KRUGER SHARE 
THEIR PLANS TO BECOME THE LARGEST BACKUP AND RECOVERY SOLUTIONS PROVIDER.

AIMING FOR THE 
TOP SLOT

Russian, and Prague offices. Most of the 
inhibitors right now are governments 
saying, “No! If you can work from home, 
then work from home.” And that puts 
pressure on businesses, but we will bring 
some groups back to the office soon.

Are you seeing any significant shift 
in the investment priorities of your 
customers? Do they now understand 
the role of backup and recovery in 
business continuity planning?
Jim: We definitely see strong demand 
as a result of many companies starting 
to move to the cloud and looking for 
efficiencies there. From a cybersecurity 
perspective, we have seen an increase in 
ransomware attacks, and these trends 
continue to push data protection higher 
on the priority list. We have certainly seen 
this from our results from the second half 

of last year and the first quarter of this 
year. And if you have the right solution 
with a broad and future-proof platform 
to satisfy customer needs across all 
environments – from cloud to physical to 
virtual to SaaS to Kubernetes – as Veeam 
does, we see strong uptake. We had a 
strong showing with double-digit growth 
with annual recurring revenue (ARR) 
increase of 25% year-over-year (YoY) 
for Q1’21. And in the second half of last 
year, according to IDC and all the market 
stats, we grew about 18%. The overall 
market average growth rate was 0.4%. 
So we gained significant market share. 
We moved from #3 in the world to #2, the 
first time in the company’s history, and 
we now have our sights on #1. 

Bill: From our potential clients, we see 
different points of view. One we are 

Bill Largent
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working with at the moment – a big bank 
on Wall Street - they’ve now concluded 
that everyone has to be vaccinated and 
everyone has to come back to the office. 
That doesn’t change their backup and 
recovery plan. It does make life a little bit 
easier when you’ve got everything on-
prem. Then others say that they will never 
go back to the office environment. And 
then, some are looking at a hybrid work 
environment. All these create different 
kinds of complexities that give us this 
great opportunity. 

So now you are looking to overtake Dell 
Technologies and reach the #1 slot. Do 
you have a timeframe for this?
Bill: We are not planning specifically 
for that. We plan to focus on our own 
business and grow 20% plus per year. 
And we think if we can achieve that. 
We’re going to take that business 
from Dell, Veritas, CommVault, and 
the others. We’ve just enhanced our 
product offerings. 

Jim: I think the key to our success is to 
continue to accelerate in the enterprise 
business. We see strong uptake there. 
In Q1’2021, we saw a 246% increase 
in enterprise deals v/s the previous 
year, and we are in about 82% of the 
Fortune 500. We will continue to see that 
percentage climb up as we move forward. 
So that is going to be key to our success. 

So we are putting in a lot of effort into 
focusing on that enterprise space 
because obviously, getting a one million 
dollar deal is a lot easier than getting 500 
SMB deals. Having said that, we are still 
focused on all segments and continue 
to go in all of them, but the enterprise 
market is definitely a key area for us. 

You had a 25% growth in Q1 of this 
year. Where did that growth come 
from? 
Jim: I would say our core business grew 
significantly. We’ve had some really 
significant product releases in the past 
year. Our v10 release back in Feb 2020 
brought over 150 new features like NAS 
capabilities, immutability for ransomware, 
and then we launched our v11 earlier this 
year, which was the most significant 
launch in the history of the company. This 
new release has over 200 new features, 
including continuous data protection, 
advanced immutability, and ransomware 
protection capabilities, making it easier 
and more efficient for our customers. 
We now have over 80 primary storage 
integrations so our customers can deploy 
in whatever environment they have. And 
then our Backup for Office 365 offering 
grew in the 150% range. That business 
is in hyper-growth mode and we are just 
scratching the surface there. There are 
literally millions and millions of people 
that are using Office 365. 

Bill: In terms of future growth and what 
we see as driving the current pipeline is 
v11. We are seeing plenty of customers 
currently evaluating how they are going 
to use v11. And then, in terms of the 
public cloud, I think we are still in the 
infancy stage, and that’s a major revenue 
opportunity for us. We are on the AWS 
and Azure Marketplace. That will fuel 
future growth. 

Can you backup multi-cloud 
environments? 
Absolutely. And with our solution, you 
do have cloud mobility, so you can move 
data from one cloud to another. So you 
have lots of flexibility in terms of AWS, 
Azure, Google. Those are three that we 
are currently supporting. We continue 
to have new releases and innovation 
as part of those and drive deeper 
integrations into the platform. And 
that’s all supported by powerful APIs, 
which really help us penetrate the upper 
commercial and enterprise customer 
segments. 
 
Do you have plans to offer DRaaS or is 
that something you already do?
Jim: So our current strategy is to offer 
that through our ecosystem of service 
providers. We have thousands of service 
providers that offer Backup-as-a-Service 
and DRaaS. So right now, that’s our 
strategy and plan. We didn’t mention 
that earlier, but that also is a growth 
factor for us. We are seeing some strong 
pickup there and continue to support that 
ecosystem.

Bill: We started the Veeam Cloud 
Service Providers (VCSPs) ecosystem 
around seven or eight years ago, and 
t’s been growing rather significantly. 
We see a lot of shift from SMBs that 
previously did backup and DR on their 
own. Now they are going to service 
providers because they don’t want to 
manage the infrastructure. We do rely 
on our partners. We are a software 
entity and hardware agnostic. We don’t 
want to get in the way of our partners 
because 100% of our business is 
through the channel. 

Jim Kruger
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technology in today’s society. Its 
rise to prominence and the benefits 
it provides are driving ever-greater 
demands, resulting in the continuous 
emerge of IoT trends. T

he Internet of Things 
is poised to transform 
virtually every industry 
by using the internet to 
connect physical assets 

and optimise supply chains. According 
to some estimates, there were close 
to nine billion IoT devices last year, 
which is expected to triple by 2030. 
According to Fortune Business Insight, 
the global IoT market size was $308.97 
billion in 2020 and is projected to grow 
to 1854.74 billion in 2028.

Though the consumer market 
accounts for a lion’s share of the 
market growth, Gartner says the IoT 
will greatly impact the economy by 
transforming many enterprises into 
digital businesses and facilitating new 
business models.

“An immediate repercussion of the 
COVID-19 pandemic was the limitations 
of on-site presence, and this was 
seen across various sectors. Remote 

sensing and connectivity have emerged 
as vital elements which we expect will 
contribute to the mass deployment of 
IoT solutions. For the same reasons, 
we believe that digital twins technology 
and their IoT applications will become 
more relevant. These are just two of 
many IoT trends that have become 
apparent in recent times – and others 
are sure to follow in the coming year 
alone,” says Thibault Werle, Managing 
Director and Partner at Boston 
Consulting Group.

This year, BCG expects a greater 
emphasis on IoT infrastructure 
development, with 5G, Machine-to-
Machine (M2M), and Low-Power Wide-
Area Network (LPWAN) becoming ever 
more critical. 

Ayhem Al Zaem, Regional ICT 
Leader, Middle-East, Africa, Central 
and Eastern Europe, CIS and Turkey, 
Red Hat, says the Internet of Things 
has evolved to become an integral 

A CONNECTED WORLD
THE INTERNET OF THINGS IS TAKING THE WORLD BY STORM. WE PUT THIS 

TRANSFORMATIVE TECHNOLOGY AND ITS OPPORTUNITIES FOR ENTERPRISES IN 
PERSPECTIVE BY TALKING TO INDUSTRY PUNDITS.
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Ayhem Al Zaem
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“This year alone will witness several, 
all of which will shape the landscape for 
years to come. There are many trends 
which are having a business impact, 
as well as a direct and indirect impact 
on the wider community. Given the 
way much of the workforce has had to 
relocate their workplace from office 
to other locations, IT and network 
providers have had to rely on ensuring 
services in a way that they have never 
done before,” he says.

Al Zaem notes that new technology, 
new strategies, and new frameworks 
were required to ensure businesses 
remained competitive, people 
remained employed, and economies 
are scaling to address local, regional, 
and global requirements. IoT is 
a technology enabler that allows 
IT and network service providers 
to do this. Massive growth in the 
interconnection of mobile devices, 
smartcards, and sensors will find its 
way into many new use-cases in 2021, 
providing consumers, industries, and 
governments with the capability and 
capacity to deliver new services and 
value.

Farid Faraidooni, Chief New Business 
and Innovation Officer, du, says in 
recent years, the Internet of Things 
(IoT) has emerged as one of the 
most influential technologies in wider 
society, yielding positive impacts for 
citizens, businesses, and governments. 

“We expect several trends to unfold 
over the course of 2021 alone. Firstly, 
edge computing will emerge at the 
forefront of importance as demand 
for open IT architecture featuring 
decentralised processing power 
grows. In turn, this will enable mobile 
computing and IoT technologies on 
an even bigger scale. It is important 
to appreciate that new connectivity 
requirements are continuously 
surfacing due to remote working 
practicality, and edge computing 
architecture can enable users from 
different verticals to consume 
data with even greater efficiency. 
Furthermore, ongoing digital initiatives 
involving government entities and 
large enterprises have also created a 
business case for IoT investments in 
the short term,” he says.

Which verticals will be radically 
changed by IoT?
The IoT is fundamentally changing how 
we do business and could change various 
industries over the next couple of years.

“With the onset of the pandemic last 
year, we saw the rapid adoption of IoT 
in certain sectors such as healthcare, 
especially as it underwent a lot of 
pressure to meet the demands and 
challenges brought about by Covid-19. 
This year, we can expect to see a lot 
more opportunities to incorporate IoT 
within this crucial sector which would 

allow for improvements in operational 
efficiencies, thus enabling better 
patient care. We will also see more use 
cases for IoT across industries such as 
retail, manufacturing and logistics as 
they continue to accelerate their digital 
transformation efforts,” says Walid 
Yehia, senior director, presales for 
MERAT - Dell Technologies.

Volha Smirnova – Internet of 
Things and Analytics, EMEA Centre of 
Excellence, Software AG, says verticals 
which are pushed or are planning to 
invest in creating and building new 
products and services, catering to new 
customers or business segments, or are 
altering their way of operating will face 
most of the changes. In terms of the 
sectors, resource industries (Oil and Gas, 
Manufacturing, Petrochemical, Mining 
etc.), will significantly change. They 
have been heavily affected due to low oil 
prices and contraction in demand. 

“IoT is one such technology that acts 
as a solution for most issues faced by 
this segment today. Recovery periods 
of such situations could take longer 
than anticipated. Production costs also 
need to be optimised, where connected 
machinery and asset management 
come in place. However, with the right 
technologies and tools of Industrial 
IoT, data analytics, and prediction 
technologies and by developing an 
integrated deployment strategy, these 
resource companies will be able to 

Farid Faraidooni Prabhu Ramachandran Rakesh Jayaprakash
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come out stronger and even maintain a 
competitive edge,” she says.

Smirnova says Software AG 
customers such as DURR, Siemens, 
Stanley Black & Decker, that 
implemented the IoT stack were able 
to operate smarter using connected 
assets, take advantage of real-time 
data analytics and monitor to keep 
agile. Therefore, the entities were 
able to transform operations by 
connecting industrial machinery for 
better efficiency, visibility, and process 
improvement. 

Prabhu Ramachandran, CEO of 
Facilio, says given the optimisation 
and integration capabilities that 
IoT enables, it has transformative 
applications across virtually all 
industries. However, this tech-driven 
disruption is particularly apparent in 
the commercial real estate sector as 
the key to enhancing much-needed 
business resilience. 

Currently, the commercial real estate 
industry is defined by a significant 
drop in the demand for leased space. 
At the same time, CRE businesses 
are facing increasing constraints 
related to operating costs and ROI. 
In this context, implementing a more 
resilient business model through real-
time optimisation of operations at a 
portfolio scale is particularly critical if 
the industry is to be future-ready. 

“Digitally enhanced commercial 
real estate management unlocks 
improvements in sustainability, 
operational efficiency, customer 
experience, and cost savings, at the 
same time. The case for technology 
adoption, as the basis for future-ready 
commercial real estate operations, is, 
therefore, increasingly obvious to all 
stakeholders,” he says.

What is the role of data analytics  
in IoT?
The most groundbreaking aspect of the 
Internet of Things is that it connects 
passive devices, previously not part 
of data systems, to the internet. That 
means more data points from more 
devices. 

“IoT allows devices to share 
information with each other, which 
leads to a massive surge in the data 
flow. It is crucial for businesses to 
effectively analyse the data they 
generate to be able to gain insights 
which would help improve their 
operations and productivity,” says 
Yehia from Dell Technologies.

Rakesh Jayaprakash, Product 
Manager at ManageEngine, says, 
“While IoT systems do a good job of 
filtering important information from 
device sensors and preferentially 
displaying that data in dashboards, 
deeper understanding of the collected 
data requires powerful analytics 
software. Analytics has proven to be the 
preferred tool for making sense of large 
volumes of data, so it is only natural 
that analytics plays a crucial role in IoT 
systems. Handling large volumes of 
data also requires an effective archiving 
mechanism that ensures useful data 
is structured and stored for future 
use. Most analytics platforms already 
include archiving tools.”

He adds besides data volume, 
another interesting challenge that 
IoT brings is data velocity. Devices 
such as batteries and temperature 
controllers can be configured to send 
data every few seconds in order to 
allow organisations to stay on top of 
their infrastructure. All that data is 
only good if it’s interpreted fast and 
accurately. Streaming analytics is a 
section of analytics that is specifically 
made to process and display data that 
is constantly in motion. A few other 
practical applications of streaming 
analytics include visualising financial 
transactions and tracking website and 
social media activity.

Werle from BCG says advanced data 
analytics and Artificial Intelligence (AI) 
will be critical not only for deriving and 
analysing insights from all this data 
but also for supporting and automating 
decision-making processes. “As 
such, we anticipate IoT stack value 
to continue its current shift from 
hardware towards algorithms and 
applications.” 
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   ADVERTORIAL

T
he COVID-19 pandemic 
has largely proven to 
be an accelerator of 
cloud adoption and has 
become a lifeline for 

many organisations looking to stay 
in business. However, it also raises 
concerns about a cyber-pandemic 
involving data breaches and disrupted 
operations. According to OmniClouds, 
most organisations hosting data or 
operating in the public cloud experience 
a security incident, with multi-cloud 
organisations reporting up to twice as 
many incidents compared to single 
platform adopters. 

While the cloud helps many 
organisations improve their access to 
critical software apps and services, it 
has also introduced new challenges in 
maintaining strong cybersecurity. Some 

SECURING THE CLOUD
VIDHU RAVEENDRAN, VICE PRESIDENT – NETWORKS & ENGINEERING, OMNICLOUDS, 

ON HOW HIS COMPANY IS REDEFINING CLOUD AND DATA SECURITY.

of the challenges include data breaches, 
data loss, insider threats, DDoS attacks, 
API security, and DR. Due to the cloud’s 
nature of sharing resources, cloud 
security gives particular concern to 
identity management, privacy, and access 
control. The reasons for a data breach in 
the cloud may include misconfiguration, 
inadequate change control, lack of cloud 
security architecture and strategy, 
insufficient identity credential access, 
account hijacking, insider threats, 
insecure interfaces and APIs, and a weak 
control plane.

So how do we overcome some of 
these cloud security challenges? 

As more organisations transfer 
infrastructure and services to the cloud 
and adopt a multi-cloud strategy, cloud 
applications and data need a secure 
environment. But for all the benefits of 

a multi-cloud strategy, some challenges 
come along. It can be challenging to 
secure a multi-cloud strategy because 
of the lack of visibility across hosts and 
services. Perhaps most intriguing of all, 
the data owner does not have physical 
access to the places and devices where 
that information is stored. This makes 
it easier for hackers to find exploitable 
vulnerabilities within an organisation’s 
infrastructure. OmniClouds solutions 
available in the cloud, on-premises, or as 
a blended combination of both, connect 
enterprise branches, teleworkers, and end-
users securely and reliably to applications 
in the cloud or data centres worldwide. 
A single-pipeline integrated architecture 
combines comprehensive cloud security, 
advanced networking, industry-leading 
SD-WAN, robust analytics, and simplified 
automation into one software solution. 



OMNICLOUDS HELPS 
ORGANISATIONS TO 
REALISE THE BENEFITS 
OF THESE PROGRAMS – 
ALL WHILE PROTECTING 
DATA AND MAINTAINING 
COMPLIANCE. MOREOVER, 
WORKING WITH ITS 
PARTNERS, OMNICLOUDS 
OFFERS AN UNMATCHED 
COMBINATION OF 
INDUSTRY AND TECHNICAL 
EXPERTISE TO PROVIDE 
RECOMMENDATIONS 
ABOUT THE CLOUD 
SERVICE PLATFORM THAT 
CAN BE CONSIDERED 
AN EXCELLENT FIT FOR 
FINANCIAL SERVICES 
COMPANIES. 
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A single layer of defence is not 
enough for today’s constantly evolving 
threat landscape. OmniClouds secure 
solutions protect file servers by 
detecting malware pre-execution, 
during execution, and post-execution. 
Users can manage it from the single 
management console, a cloud-based, 
unified threat management tool. 
And our Network Attack Protection 
improves the detection of known 
vulnerabilities on the network level. 

Optimising security for financial 
organisations
The major concern of financial 
organisations about the use of cloud 
computing and public cloud is data 
protection. We understand that financial 
services companies have a lot to consider 
when moving to the cloud. OmniClouds 
helps organisations to realise the benefits 
of these programs – all while protecting 
data and maintaining compliance. 
Moreover, working with its partners, 
OmniClouds offers an unmatched 
combination of industry and technical 
expertise to provide recommendations 
about the cloud service platform that can 
be considered an excellent fit for financial 
services companies.

We help organisations move their 
IT operations to the cloud through 
migration, implementation, and 
managed services, investing time 
to understand each client’s holistic, 
unique requirements. Our knowledge of 
financial services regulations worldwide 

– and its experience in helping clients 
protect their systems and information 
– has enabled the company to create a 
library of best practices and practical 
approaches to security. 

OmniClouds continues to reassess 
those needs throughout delivery, 
ensuring that the company provides 
services that its clients can count on to 
help keep data safe, systems protected, 
and their organisations regulatory 
compliant.

Securing your network to work  
from anywhere
OmniClouds provides a secure solution 
for Work from Home (WFH) users and 
remote admin users. They can securely 
access all applications anywhere, 
from any device, with unified security 
management. From transitioning to 
the cloud to managing an increasingly 
distributed workforce, it is more 
important than ever to secure users, 
apps, and data—without compromising 
the employee experience. With 

OmniClouds Secure Access solution, 
you get a full cloud-delivered security 
stack with a global reach. This allows you 
to protect all users, anywhere, for each 
application, without the complexity and 
expense of data centre-based security.

The secure access to the web and 
SaaS applications is simplified and 
delivered via intelligent, cloud-delivered 
security. OmniClouds Secure Internet 
Access enables your users to access 
applications using direct internet 
access (DIA) without compromising 
performance. You can protect every 
user, including remote and mobile 
users, against all threats—with the 
simplicity and scale of a single solution.

Breaking the misconceptions
One of the biggest impediments to 
the transition to a cloud computing 
environment for many organisations 
is security. Many people do their 
research in advance to learn as much 
as they can about the capabilities 
enabled by placing workloads 
strategically in the cloud. 

Unfortunately, there is a lot of 
conflicting or questionable information 
swirling around. Sometimes, customers 
harbor inaccurate assumptions about 
what exactly “the cloud” is, what it can 
and cannot do, and what it takes to 
become cloud-ready.

The common misconceptions, 
according to OmniClouds, are:
· Cost savings are the most significant 

advantage of the cloud.
· One size fits all.
· The cloud is a standalone solution.
· The cloud is not secure.
· The cloud’s too complex – lose control, 

and you are stuck.

It is critical to understand the fact 
that the adoption of the cloud is highly 
safe. OmniClouds maintains extensive 
security measures to strengthen 
organisations’ networks.

Countless examples of cyberattacks 
from the past have demonstrated 
extensive damage. We can help your 
organisation choose the right path 
to cloud security and make sure the 
defence is ready. 



  VIEWPOINT

keeping many an HR manager up at 
night. Emotional intelligence (call it 
“soft skills” if you prefer) among CISOs 
can play a significant role in retention 
because treatment of niche-skilled 
cybersecurity experts as faceless, 
functional components will demotivate 
them and lead to higher turnover. 

So, the effective CISO must approach 
each analyst as an individual. They 
must discover how that analyst likes 
to work, what approaches they take to 
their roles, and how this may fit in with 
established policy. To make the most of 
a security professional’s skills, it is vital 
to find out how they feel about different 
policies and procedures, and work with 
them to introduce tools and workflows 
that make their lives easier. 

Automation is part of this, but only 
part. The real goal is to shape the role 
so that the individual’s talents are 
harnessed to their fullest potential. AI 
is a potent tool capable of identifying 
around 90% of threats before they 
can do harm, but trained human 
professionals are needed for the 
remainder. The emotionally intelligent 
CISO must ensure each team member 
is prepared to recognise the hallmarks 
within data that warrant further 
investigation, and to take the wisest 
course of action if any threat is found. 

This is where the relationships the 
CISO has built will come into play. A 
hesitant team, for example, is one that 
does not have confidence in the support 
of leadership. But ensure them of your 
backing and security teams can act, and 
act soundly. And approachability will 
also make the CISO more likely to be the 
recipient of vital information. A non-
technical employee is far more likely to 
approach a genial security head than an 
ornery one when that employee makes 
a mistake.

The environment built by soft-skilled 
security operatives is vital to the 
success of their organisations in the 
new digital era. Last year, enterprises 
across the GCC and beyond rushed to 
more complex environments to survive. 
The soft-skilled CISO will accept that 
mistakes are going to be made and that 
everyone is part of the solution. 

E
scalation of cyberattacks 
is, by now, an old story. 
But last year’s digital 
assault on the region was 
particularly destabilising for 

the thousands of enterprises trying 
to deliver operational continuity amid 
unprecedented social disruption. 
The United Arab Emirates (UAE) 
saw a 250% year-on-year increase 
in incidents in 2020. Any doubt that 
this was linked to our new normal was 
dispelled by the nation’s cybersecurity 
chief, who cited lockdowns and our 
movement to a “full online life” as major 
causes. 

On the frontlines, as always, are 
teams of beleaguered security 
professionals. To make matters worse 
for the region, sufficiently trained threat 
hunters have become all too rare. Skills 
gaps persist, despite a growing need, 
and the rise of the chief information 
security officer (CISO) has done 
nothing to address the shortfall. Indeed, 
technically minded CISOs are being 
called upon to step outside their logic-
infused comfort-zones and become 
talent shepherds, inspiring and shaping 
the next generation of cybersecurity 
professionals. And they are having to 
develop new skills to do so.

People are not robots, or tools, or 
equipment, or numbers. Seeing a 
security team solely as employees with 
a basket of duties attached is a one-
dimensional perspective that can be 
counterproductive. Understanding each 
individual – their history, talents and 
propensities – is the first step towards 
building a cohesive team that you can trust 
to make snap judgements in the dead of 
night when a cyberthreat rears its head. 

Equipping those decision makers 
with the right tools is, of course, a 
vital element. Formulating high-level 
policy is also helpful. But being able 

PAUL BAIRD, CTSO AT QUALYS, MAKES THE BUSINESS 
CASE FOR THE SOFT-SKILLED CISO

LET’S GET EMOTIONAL 

to predict how people will react in a 
critical moment – how they will leverage 
technology and interpret policy – can be 
just as important.

For years, we have thought of the war 
with bad actors as a battle of wits, a 
function of IQ. And in many respects, it is. 
But as the security function has moved 
into the boardroom, with the emergence 
of the CISO, so security teams have 
evolved. Now their leader is often a 
field-marshal in a war-room rather than 
a captain in the trenches. As the region’s 
threat landscape heats up, CISOs need 
to return to the trenches and develop 
their emotional quotient. They need to 
bond properly with their teams of threat 
hunters to build a squad of professionals 
that can react with efficacy.

One of the main problems in attaining 
this model is that a security specialist 
tends to be a loner, better resembling 
a bounty hunter than a soldier. When 
effective, such personalities are rightly 
promoted, but they often find themselves 
pushed into roles that require an 
extrovert at the wheel. The bounty hunter 
must transition to motivator, teacher, and 
performance-critic. 

In the UAE, and across the Arab Gulf, 
there is a well-known skills gap when 
it comes to cybersecurity. Attraction 
and retention of security talent is 
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C
an you share your business 
growth plans?
Joerg: We want to be the 
fastest-growing software 
company in the EMEA 

region – not just compared with our 
key competitors but any other business 
application software company. We want 
to quintuple our cloud business over the 
next five years, and globally, we have 
already done one billion dollars in cloud 
revenues. Now, how do we achieve such 
an ambitious target? For that, we will 
have to grow 40 percent every quarter, 
and we have done that in the last two 
quarters. I am pretty happy with where 
we are now.

Amel: To add some regional colour to 
that, we had a tremendous first quarter 
this year, and we doubled our cloud 
business and added new customers. 
What is more important is that we 
have already set the foundation for 
this aggressive growth goal in the first 
quarter itself by chalking out a clear and 
sound execution plan. We are choosing 
the industries we want to focus on and 
aligning ourselves and our ecosystem 
around those target verticals. We 
have hired some key talent to execute 
this plan, including a new head for the 
channel.

Do you see a shift in mindset in this 
part of the world when it comes to 
cloud adoption?
Joerg: First of all, you need to 

demand for SaaS products in the region. 
If you look at the smart city initiatives 
in the UAE and Saudi, or the cloud-
first policy in Bahrain, there is lot of 
budget allocation towards cloud-based 
technologies, and trends like remote 
work and e-commerce are here to stay.

Which industries are you targeting?
Joerg: Our ambition is to be number one, 
and we know we can’t be the number 
one everywhere. In the past, we were 
pretty much all over the place, and we 
tried to do too many things. Now, we 
have defined a very clear roadmap with 
a clear focus on industries where we 
want to be successful. So, there are four 
industries where we want to be number 
one. The first is manufacturing, which 
is really at the core of our existence. 

differentiate between what is cloud 
and what is not cloud; it is the most 
overused word in the industry. You have 
to distinguish between an always-on, 
multi-tenant environment and a hosted 
model. There are some people there 
who’d argue that AS/400 was the first 
cloud system on the planet. You need 
to be very precise. We made a clear 
decision ten years ago to go all in on the 
cloud, and we have tripled our business 
since then. We offer true multi-tenant, 
SaaS solutions and that sets us apart 
from the competition. This is going to 
accelerate more because more and more 
companies realize this is the only way to 
go forward.

Amel: Digital transformation initiatives 
in the wake of Covid-19 have fueled the 

INFOR’S EXECUTIVE VP FOR EMEA REGION JOERG JUNG, AND NEWLY APPOINTED 
VP AND GM FOR MEA REGION, AMEL GARDNER, DISCUSS HOW THEY ARE SHAPING A 

STRATEGY TO MAKE INFOR THE FASTEST GROWING COMPANY IN THE CLOUD SPACE.

CHARTING A  
PATH TO GROWTH

   INTERVIEW

Amel GardnerJoerg Jung
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Second, we want to focus on distribution 
process industries, which include 
food and beverages companies. The 
third one is healthcare, where we had 
many major customers wins recently. 
The fourth pillar is asset-intensive 
industries, including oil and gas, 
facilities management, and government 
organisations. With our world-class 
portfolio of supply chain and asset 
management solutions, we are going 
after this segment aggressively.

Security is a significant barrier to 
cloud adoption. Do you see that 
changing now?
Amel: The security concerns around 
the cloud are dissipating. I notice from 
customer interactions that there is a big 
shift in how the cloud is being perceived, 
and what used to be the inhibitors no 
longer exist. Businesses have now 
realised that these big cloud providers 
are the best bet for securing their data.

Joerg: I think this region is very smart 
about doing business compared to what 
I see in the rest of the world. People here 
have strong business acumen in terms of 
what they expect from their businesses, 
and there is a strong innovation culture 
here. People take ownership, and they 
really want to drive things forward. 
Another thing that I noticed was 
that this region is a land of missed 
opportunities. Many vendors have made 
huge promises and delivered very little 
in the past. People have realised that 
they didn’t get the desired business 
outcomes from these projects, and they 
don’t accept it anymore. Just being 
‘good enough’ doesn’t cut it anymore, 
and they want best in class, which is 
what the cloud offers.

How do you see SaaS adoption in the 
Middle East compared to developed 
markets?
Joerg: This region has a long way to 
go when it comes to SaaS adoption. 
Our cloud business here is already 
bigger than on-prem business, so we 
have already made that shift. However, 

enterprise cloud adoption in the region 
still remains low, but there will be a gold 
rush over the next five years.

Is ERP moving to the cloud?
Joerg: More and more companies are 
moving their ERP systems to the cloud 
because now they realise this is the 
only way to consume innovations and 
technologies in the market. There is a big 
misconception that multi-tenant is less 
secure than on-prem systems. This is a 
big myth. I can give you the example of a 
customer who is using our competitor’s 
on-prem solution, and they are now 
switching over to Infor. When we were 
in the middle of this project, they were 
hit by a cyberattack. The cybercriminals 
managed to infiltrate their on-prem 
systems, not Infor’s multi-tenant cloud, 

and that is a strong proof point that 
you can have that new world is so much 
more secure and stable. We are the 
only company that can guarantee 99.99 
percent uptime because of leadership in 
the cloud.

You have recently announced a 
partnership with AWS. Do you work 
with other hyperscalers as well?
Joerg: No, we made a clear choice that 
AWS is our partner of choice. I’d argue 
that if you want to offer a true multi-
tenant cloud, you can’t have a multi-
hyperscaler strategy. If you’re going to 
offer just IaaS or PaaS, you can go with 
anybody.

What are your priorities over the next 
12-18 months?
Amel: My priority is to build a fast-
growing organisation in the cloud, and 
I believe there has never been a more 
opportune time than this for us to grab 
market share. The cloud ERP business 
is growing in double digits and there is a 
huge demand for SaaS offerings in the 
midmarket. With our industry-specific, 
cloud-enabled portfolio of solutions, we 
are well-positioned to drive business 
growth in this region.

Joerg: We have a few key priorities. 
The first one is customer intimacy. We 
have a huge installed base here, and we 
want to become the trusted partner of 
choice for their innovation needs. We 
want to deliver value and drive business 
outcomes for our customers. At the 
same, we want to make sure that we 
work very closely with our ecosystem. 
We have a big partner business in 
this region, not just channel but also 
strategic alliances. And finally, you may 
call it a big challenge, but I see it as a big 
opportunity – we know which industry, 
which market where we want to be 
number one. To achieve that, we need 
to be in front of every single customer 
in those target industries. Many of them 
don’t know that we exist, but they want 
to come on board the moment we show 
them our industry-specific cloud suite. 

ANOTHER THING 
THAT I NOTICED WAS 
THAT THIS REGION 
IS A LAND OF MISSED 
OPPORTUNITIES. MANY 
VENDORS HAVE MADE 
HUGE PROMISES AND 
DELIVERED VERY LITTLE 
IN THE PAST. PEOPLE 
HAVE REALISED THAT 
THEY DIDN’T GET THE 
DESIRED BUSINESS 
OUTCOMES FROM 
THESE PROJECTS, AND 
THEY DON’T ACCEPT 
IT ANYMORE. JUST 
BEING ‘GOOD ENOUGH’ 
DOESN’T CUT IT 
ANYMORE, AND THEY 
WANT BEST IN CLASS, 
WHICH IS WHAT THE 
CLOUD OFFERS. 
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T
he last twelve months 
have generated high levels 
of economic, political, 
and social uncertainty, 
and the same can be said 

for Middle East organisations, as the 
pandemic has completely altered the 
way we do business. It has brought 
forward new challenges and enabled new 
work conditions which we were never 
prepared for.

And while COVID has delivered new 
challenges, it has also caused many 
companies to turn to new technology. If 
2020 has taught businesses one thing, it’s 
that they can take decisive action when 
pushed to do so, especially when it comes 
to implementing new digital tech to help 
forward thinking organisations to thrive in 
unforeseen circumstances.

Here are three technological 
advancements that have helped Middle East 
businesses during the pandemic. As many 
are now beginning to realise, these new tools 
have become critical to streamline processes, 
automate tasks, and remote work.

Cloud adoption and automation
The cloud’s important role as a pillar of 
digital transformation hasn’t changed since 
before the pandemic — in fact, its uptake 
has quickened to manage the surge in data 
businesses need to process. New findings 
from Synergy Research Group have revealed 
that cloud spending is up and has not been 
hampered by the ongoing crisis. This trend 
is likely to persist, as the migration to virtual 
work underscores the urgency for scalable, 
secure, reliable, cost-effective, off-premises 
technology services. In fact, despite the 
inevitable economic downturn in the wake of 
the pandemic, cloud spending is estimated 
to rise 19% for the full year, even as IT 
spending as a whole is forecast to fall 8%, 
according to industry analyst Gartner.

management and liquidity, increasing 
compliance and eliminating errors, to 
taking on mandatory tasks and maximising 
profitability.

For the travel and expense (T&E) 
industries, AI has become particularly useful 
in analysing data. The new generation of 
AI-powered T&E tools allows businesses 
to analyse the travel experience and 
purchasing behaviours. Integration tools 
and various applications of AI can interpret 
traveller data to provide companies with 
meaningful information that can improve 
compliance, identify cost savings, and more.

With AI, businesses can also automate 
an enormous quantity of data and reduce 
human errors. This then leads to predictive 
analytics, allowing companies to take 
proactive action in making business 
decisions. For example, the new SAP 
Concur survey, “The Hidden Potential of 
VAT Reclaim” has found that businesses 
are looking to ensure they have digital tools 
and solutions in place to take VAT reclaim 
processes online.

Pre-trip approval
More companies will implement pre-trip 
approvals for business travel in 2021, as part 
of a broader effort to keep employees safe 
and transform travel and expense policies. 
Typically, the pre-trip approval system 
enables employees to enter basic data, such 
as dates, times, trip destinations, reasons for 
the trip, and any requests for advances, in a 
travel request.

All this information will help the corporate 
travel team and the employee’s line 
manager to assess whether a trip is essential 
and to keep tabs on employees for their 
duty of care requirements. Often, these 
pre-trip approvals have been mandated 
by cost-control concerns. But as countries 
around the world continue to reshape 
travel restrictions, advanced approvals can 
support traveller safety programmes.

The pandemic has had an unprecedented 
impact on many Middle East businesses. 
But the smart use of technology is one way 
to tackle current and future challenges. 
From supporting employees working from 
home, managing compliance and cashflow 
to duty of care obligations, there are many 
ways technology can support Middle East 
businesses and their staff – now and in the 
post-COVID world.  

While the 
trend to move 
to cloud-based 
solutions has 
been increasing 
steadily over the 
past two to three 
years, it is now 
the on-demand 
utilisation 

of IT resources, including data storage, 
processing power, and applications on a pay-
as-you-go basis via the internet. Effectively, 
the cloud now underpins all key digital 
strategies in the workplace.

As businesses look at ways to increase 
productivity, reduce errors within their 
systems, and improve their employee 
experience, they are starting to use cloud-
based automation tools and services. 
For instance, the cloud has been used to 
switch to a paperless and virtual expense 
management system, streamlining back-
office finance processes and eliminating 
the need for staff to present expense 
claims in person. This has helped with 
automating and streamlining mundane, 
manual tasks for employees, and enabled 
finance teams to spend their time on tasks 
that are more strategic.

The Artificial Intelligence advantage
Artificial Intelligence (AI) is changing the 
way people work, how enterprises operate, 
and how entire industries transform. 
As businesses maintain hybrid remote-
working models and forestall other potential 
disruptions in 2021 and beyond, the role of AI 
in the workplace will continue to grow.

More businesses are leaning on AI 
algorithms to make quick decisions backed 
by real-time financial precision, to meet 
the business needs brought forward by 
the pandemic. This includes managing 
spend in near real-time to improve budget 

ANGELIQUE MONTALTO, SAP CONCUR REGIONAL 
DIRECTOR, AFRICA AND MIDDLE EAST, SHARES THREE 
DEFINING TECH MOMENTS THAT HAVE HELPED MIDDLE 
EAST BUSINESSES FACE COVID-19.

TOP THREE TECH ADVANCEMENTS 
ENABLING BUSINESSES
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A
s an asset driven 
organisation, you 
need your assets to 
deliver the highest 
level of service. Asset 

investment planning (AIP) helps you 
determine where to invest to achieve 
that goal. An asset investment 
plan enables you to optimise the 
balance between the costs, risks, 
and performance improvements of 
competing asset interventions so you 
can more effectively determine your 
budget size, what you should spend it 
on, and when you should spend it.

Creating an asset investment plan 
that delivers the right level of service 
at the right level of risk and the right 
level of expenditure requires you to 
define and quantify four inputs:

1 Asset Condition
When you buy a new a new asset, 

that asset is in excellent condition. 
Over time, its condition deteriorates 
until it must be repaired or replaced. 
Assessing asset condition usually 
involves periodic inspections. Once 
you’ve evaluated asset condition, 
you can determine how much useful 
life the asset has left. Assets rarely 
deteriorate in a straight line. Their rate 
of deterioration can be plotted as a 
decay curve, which is different for each 
asset. Knowing where an asset is on 
the decay curve will help you decide 
what interventions are necessary 
to extend its useful life—whether 
that’s performing extra preventative 
maintenance, refurbishing the asset, or 
replacing it.

accordingly. Failure of an asset can 
have safety, financial, and legal 
challenges for your organisation. 
Asset investment planning can 
help you rank the consequences of 
asset failure by operationalising the 
ISO 35000 standard, which breaks 
down bands of acceptable risks and 
remediations that can be taken to 
minimise risk. It can also account for 
black swan events that no one could 
have predicted.

4 Level of service required
Level of service is the parameters 

that reflect social, political, 
environmental, or economic outcomes 
that you intend to deliver to your 
customers and other stakeholders 
using your assets. Once you’ve 
defined your service goals, you can 
define strategies for how to achieve 
these desired outcomes using your 
assets, objectives for realising 
these strategies, and a set of KPIs 
to measure progress toward these 
objectives. Asset investment planning 
should allow you to adhere to the 
ISO 55000 standard, that specifies 
how to manage and operate assets 
at agreed upon service levels while 
optimising total cost of ownership at 
an appropriate level of risk.

By defining these four elements, 
your organisation will have the 
information you need to determine the 
consequences of taking one action or 
another—whether that’s preventative 
maintenance, refurbishment, or asset 
replacement—on the level of service 
you can deliver to your customers. 

2 Asset criticality
Asset criticality is the impact 

the failure of an asset will have on 
your ability to realise your business 
strategy, policies, and objectives. 
An asset criticality assessment 
guides your prioritisation of asset 
investments. To complete an asset 
criticality assessment, you will need 
to develop a consistent methodology 
for defining relationships between 
different factors for different assets. 
Only your organisation can define 
what relationships should look like for 
your assets.

3 Business risk if the asset fails
Every business faces risks. And 

most risks can’t be mitigated entirely. 
That means you must define your 
tolerance for the consequences 
of asset failure so you can invest 

KHALED ALSHAMI, SENIOR DIRECTOR, SOLUTION CONSULTING, MIDDLE EAST & 
AFRICA, INFOR, WRITES ASSET INVESTMENT PLANNING CAN HELP ORGANISATIONS 

BUDGET EFFECTIVELY, PLAN THEIR INVESTMENTS, AND ACHIEVE THEIR GOALS

THE 4 ELEMENTS OF AN 
ASSET INVESTMENT PLAN
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   VIEWPOINT

‘
Shifting security left’ is not a new 
concept but is one that many 
technologists understand at a 
high level. It means implementing 
security policies and controls 

at early stages of the software 
development process and not just when 
apps go into production. 

Shifting security left requires your 
application developers and DevOps 
teams to consider security an integral 
part of their apps and processes (and 
in particular to test it at all phases of 
the CI/CD pipeline), and as a result 
fundamentally strengthens the security of 
your apps when they reach production.

Despite the agreement on what 
shifting left means, controversy arises 
when the conversation turns to which 
tools and approaches are best suited to 
the task. Much of the public discussion 
focuses on tools for code scanning 
and automated patching, or on new 
security tools designed specifically for 
modern applications and infrastructure. 
Often ignored are tools such as web 

When modern enterprises start 
to embrace digital transformation 
to become more efficient and agile, 
however, things tend to decentralise. 
Application development decentralises 
across multiple teams, the underlying 
infrastructure for the applications 
decentralises, operations decentralise 
(and shift left), and the applications 
themselves decentralise into a collection 
of services, endpoints, and devices which 
interact via APIs over the network. All of 
these components are often managed 
by Dev and DevOps teams, outside the 
scope of traditional and centralised 
infrastructure teams.

This decentralisation has led some 
to argue for making security more 
application centric and inserting it 
earlier in the development process, 
because there’s no longer a centralised 
gatekeeper at the edge to rely on. 
Unfortunately, the decentralisation has 
led to significant friction between Dev 
and DevOps teams on one side and 
security teams on the other.

application firewall (WAF) that have long 
been used to enforce run time security 
policies in both test and in production 
environments. Why is that? Do legacy 
security tools really not have a place in 
today’s enterprise? Not so – the need 
to protect enterprise applications from 
targeted and always evolving attacks is 
greater than ever and requires a multi 
layered approach.

Has shifting left increased the divide 
between Security and DevOps?
Before digging deeper into the details, 
let’s ask an even more basic question: 
if shifting security left is the right thing 
to do, why haven’t we always done it? It 
has to do with how enterprises usually 
manage their traditional apps and 
infrastructure: centrally, by a NetOps, 
IT, or infrastructure and operations 
team. Under that model it makes sense 
to consolidate security enforcement 
at the edge of the infrastructure – also 
centrally managed – that applications 
are deployed on.

CHRIS WITECK, DIRECTOR OF PRODUCT MANAGEMENT, NGINX AT F5, WRITES HOW THE 
CONCEPT OF SHIFT-LEFT SECURITY CAN HELP ORGANISATIONS SECURE THEIR APPLICATIONS 

AND ACHIEVE REAL GAINS IN OPTIMISING THE PRODUCTION PIPELINE PROCESS.

SHIFTING LEFT ON SECURITY
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What is the source of this friction? 
Much of it is because transformation has 
not been happening at the same pace 
across all teams. Security’s playing field 
has morphed from a well understood 
application perimeter surrounding a 
single data center to a very large and 
hard-to-define attack surface made up 
of modern application workloads running 
in multiple locations, communicating 
with each other across networks (often 
public), and pulling data from devices and 
users all over the globe.

Shifting security left also dramatically 
broadens the circle of people Security 
must interact with – many of them with 
limited security expertise – while Security 
itself hasn’t necessarily been given the 
budget to grow. Adding to the challenge 
is the fact that many of the legacy tools 
familiar to security teams have not fully 
embraced the shift left concept, leaving 
the teams no choice but to try inserting 
them into the pipeline even though 
they’re not designed for automation and 
modern infrastructures. The tools don’t 
generally provide self service, either, so 
Dev and DevOps – mandated with moving 
fast but forced to wait for Security to 
implement policy changes – view security 
as a speed bump and often try to find a 
way around it, resorting to the dreaded 
‘shadow IT’.

Help bridge the divide between DevOps 
and Security with the right security tools
Getting back to the original question, is 
there a role for security tools such as 
WAF in the shift left story? The answer is 
a resounding yes. As mentioned above, 
you need a way to protect your apps 
and APIs from targeted attacks as well 
as to ensure your applications meet 
your risk management and compliance 
requirements.

But to be effective the WAF itself needs 
to evolve and shift left. A lightweight 
WAF that deploys easily into multiple 
environments and is optimised for 
modern infrastructure and modern 
pipelines enables you to stress test the 
efficacy of your security policies during 
the build and functional testing phases of 
application components and APIs, before 
the applications are running in a run time 
environment. The key is to find a WAF 

that automates security configuration 
and policies so you can provision it within 
your pipeline. You are never going to 
have enough security people on staff, 
so automation is always your friend in a 
decentralised environment.

Shift left successfully with the right 
tools and guardrails in place
Finding the right WAF and shifting it left 
is just part of the story. There’s friction 
among teams in a modernising enterprise 
not just because security controls and 
processes are outdated, but because 
of how security mechanisms that meet 
the needs of the enterprise are delivered 

to Dev and DevOps. An analogy that 
works well is that Security needs to build 
guardrails, not gates, into development 
processes and pipelines.

Too often security is interrupt driven, 
with security teams insisting that 
development comes to a halt while they 
audit and evaluate the security policies 
and processes. Dev and DevOps are 
much happier when Security provides the 
type of guidance that allows development 
to continue while ensuring it happens in a 
secure manner. In other words, security 
itself becomes as ‘continuous’ as the 
other parts of your CI/CD pipeline.

One way to achieve this is picking 
security tools that can be inserted 
into the pipeline as code. But it also 
requires that security teams change 
how they think of security procedures 
for increasingly decentralised and 
distributed applications. Security 
procedures themselves need to evolve, 
become much more application centric, 
and shift left in response to all kinds of 
factors, ranging from the audience for the 
application, how the application is built, 
which environments the application is 
deployed to, and standard compliance 
requirements.

A control plane for orchestrating 
security across a wide range of 
applications can really add value in 
such an environment. It makes it easy 
for Security to set appropriate security 
guidelines that are then matched to 
the underlying applications based on 
parameters set by security. Setting 
guardrails enables security, Dev, and 
DevOps to work together with minimal 
interaction or interruption. This is an 
evolving space as control planes shift to 
become more application centric, with 
many different approaches emerging.

No one-size-fits-all
One unchanging truth about application 
security is that there is no one-size-fits-
all approach, and the best approach for 
your enterprise includes multiple security 
layers. The key is ensuring each security 
solution effectively fits into your pipeline, 
and your development teams and your 
security teams are aligned with effective 
guidelines on how your enterprise 
applications and APIs are secured. 
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FOR ORCHESTRATING 
SECURITY ACROSS A WIDE 
RANGE OF APPLICATIONS 
CAN REALLY ADD 
VALUE IN SUCH AN 
ENVIRONMENT. IT MAKES 
IT EASY FOR SECURITY 
TO SET APPROPRIATE 
SECURITY GUIDELINES 
THAT ARE THEN MATCHED 
TO THE UNDERLYING 
APPLICATIONS BASED 
ON PARAMETERS SET BY 
SECURITY. 



   VIEWPOINT

W
hile Virtual Private 
Networking (VPN) 
has been one of 
the go-to remote 
access solutions for 

enterprises for decades, its shortcomings 
have long been recognised. With the 
massive shift to remote work since the 
early days of the COVID-19 pandemic, 
organisations leaned into VPNs and 
remote access protocols, like Remote 
Desktop Protocol (RDP), more heavily 
than ever before. This largescale stress 
testing exposed and magnified the 
significant security faults and other issues 
that were there all along. 

The problem is that, while tools like 
VPN and RDP have their valid use cases, 
they are often treated by IT teams as the 
default ways to provide access, rather 
than understanding the specific uses 
cases and then matching those use 
cases with the appropriate technology. 

focusing their efforts on remote workers 
and weak remote access pathways, there 
is urgency for organisations to better 
grasp their remote access risk and course 
correct.

VPN Misconceptions Come at a 
Security Cost
There is a common misconception 
that VPNs are a security tool. More 
accurately, VPN is a business enablement 
tool, which was developed to extend 
access and protect data in transit 
to outside the traditional company 
network. Understanding this distinction 
sometimes helps organizations begin 
the path to eliminating VPNs for those 
use cases where there is a security 
mismatch. Here’s a brief summary of VPN 
shortcomings that enterprises should 
take into account: 
• Unable to enforce granular access 

controls or the principle of least 

There are many use cases — such as 
providing access to a third-party vendor 
or privileged user, or for a user operating 
off of a personal device (BYOD) — where 
VPN should never be used. RDP is a useful 
tool on a private network for remotely 
accessing a computer, but RDP should 
never be exposed to the Internet. Yet, 
these reckless VPN and RDP practices 
are rampant, and the surge in remote 
working has only exacerbated it. 

In recent years, we’ve seen dozens of 
VPN vulnerabilities exploited in major 
business and government breaches. 
Hackers recognize that, if they can breach 
a VPN, they can often smoothly bypass 
a thick stack of traditional, perimeter-
based security controls (firewalls, etc.) 
for complete access to a company’s 
network. In 2020, ransomware exploded, 
and 52% of the time it leveraged publicly 
accessible RDP servers to gain an initial 
foothold. With threat actors increasingly 

MICHAEL BYRNES, DIRECTOR – SOLUTIONS ENGINEERING IMEA, 
BEYONDTRUST, ON HOW TO SECURE REMOTE ACCESS FOR EMPLOYEES.

CAN VPN, RDP AND 
ZERO TRUST COEXIST?
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privilege (PoLP). VPNs provide all-or-
nothing remote access to corporate 
networks, which increases risk, 
especially where IT staff and external 
contractors need privileged access. 
The risk is further heightened — and 
completely unjustifiable — when a user 
is given VPN access via their personal 
device (BYOD). Some of the added 
risks of personal devices include local 
admin rights, lack of security hardening 
and compliance, use of outdated 
software, and sharing of the device with 
family members or housemates. 

• Lack of remote access session 
monitoring and management 
capabilities. VPNs do not provide an 
effective means to exert oversight over 
the sessions it allows. This can create 
dangerous blind spots and compliance 
issues, especially where privileged 
access is concerned.

• Complex to securely implement. 
Misconfigured VPNs are a common 
blind spot that create backdoor access 
for threat actors.

• Prone to vulnerabilities, which may 
be difficult to patch. VPN device and 
software patching is often neglected 
or pushed off due to fears of disrupting 
access or performance.

• Difficult to scale. VPNs can quickly 
reach capacity, preventing users from 
initiating new sessions and putting a 
performance crunch on those users 
already connected. VPN technology 
is highly dependent on the bandwidth 
of the external connection into the 
environment, internal network links 
connecting the VPN into the network, and 
network segmentation to isolate external 
connections from sensitive resources. 

Yet, despite the many VPN pitfalls, many 
organisations still try to make them for 
inappropriate use cases via complex 
workarounds. 

Aligning Remote Access with Zero 
Trust Principles
Over the past couple years, the concept 
of zero trust has gained considerable 
momentum. Increasingly distributed 
environments, coupled with the 
acceleration of cloud migrations and 
digital transformation in response to the 

pandemic, have prompted IT teams to 
look at how to implement and mature 
zero trust security controls. 

A zero trust security model 
advocates for the creation of zones 
and segmentation to control sensitive 
IT resources. This also entails the 
deployment of technology to monitor and 
manage data, users, applications, assets, 
and other resources between zones, and, 
more importantly, authentication within 
a zone(s). Zero trust requires secure and 
authenticated access to all resources and 
the enforcement of least privilege access. 
A zero trust architectures treats all 
access requests as potentially malicious 
— a stark departure from the all-or-
nothing access granted by VPNs.

But how can you improve security 
around remote access and align with zero 
trust? Getting there will take the right mix 
of policies, practices, and technologies. 

Here are seven tips for maturing your 
zero trust security controls for remote 
access:
1 Disable remote access protocols 

(RDP, SSH, VNC, etc.) as a default on 
computing devices.

2 Implement a remote access solution 
that doesn’t require inbound Internet 
connections. These solutions typically 
direct outbound traffic via ports 80 
and 443 and can replace VPN and 
reverse proxies. 

3 Inject managed credentials to initiate 
the remote access session, always 
obfuscating the credentials from the 
end user. 

4 Enforce least privilege across all 
remote access sessions — including 
to disconnected networks — with 
privilege elevation strictly controlled. 

5 Apply just-in-time access policies. 
Access should only be granted when 
appropriate contextual triggers are 
met and it should be ephemeral rather 
than persistent. This means the 
access should expire based on time, 
completion of a task, or a change 
in context around the access or 
vulnerability of the asset, application, 
resource, etc. being accessed.

6 Implement application-level micro-
segmentation that prevents users 
from discovering apps they are not 
authorized to access. 

7 Fully monitor, manage, and audit 
every privileged remote access 
session. This entails video screen 
recordings of all session activities, 
keystroke logging, and more. Alerts 
should be issued around inappropriate 
commands typed or other activities 
occurring during a session and initiate 
workflows that enable the pausing or 
terminating of a session. 

The zero-trust model of refusing access 
by default to any person or system 
unless needed, represents a constructive 
movement towards a more secure 
architecture. In addition, zero trust 
solutions are more secure, reliable, and 
better performing than VPNs. An added 
benefit is that zero trust solutions are 
frequently less complex to deploy and 
securely maintain than VPNs. 

Privileged access management 
(PAM) is a key piece of the zero trust 
approach. PAM solutions can help 
organizations accomplish the above 
list, and everything from securing 
remote access for privileged users and 
vendors, to enforcing least privilege 
across all users, sessions, and assets, to 
managing all privileged credentials and 
secrets. By leveraging PAM solutions, 
you can align with your zero trust 
initiatives to vastly reduce cyber risk 
and ensure all access is appropriate, 
managed, and documented. This means 
replacing inappropriate use of VPNs, 
RDP, and other remote access tools  
and protocols. 
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  PRODUCTS

Aruba 630 
series campus 
access points 
Aruba, a Hewlett Packard Enterprise company has 
announced the market’s first enterprise-grade 
Wi-Fi 6E solution set – the 630 Series of campus 
access points (APs), starting with the AP-635. 
The latest innovation in Wi-Fi technology, Wi-Fi 6E 
refers to Wi-Fi devices that operate in the 6 GHz 
band, which was – in the largest expansion of Wi-Fi 
capacity in nearly two decades – opened up in April 
2020 by the Federal Communications Commission 
(FCC) for unlicensed use in the United States.

With Aruba’s new Wi-Fi 6E offerings, organisations can 
take advantage of the increased capacity, wider channels 
in 6 GHz, and significantly reduced signal interference 
with 3.9 Gbps maximum aggregate throughput to support 
high bandwidth, low latency services and applications 
such as high definition video, next-generation unified 
communications, augmented reality/virtual reality (AR/
VR), IoT, and cloud. Additionally, with a new ultra tri-band 
filtering capability, which minimises interference between 

valuable space for more cabling, switches, and servers, 
making it the ideal high-density patch panel for data 
centers and LAN environments.

Netscale 48 can be equipped with all types of adapters 
available on the market today. These include the fiber 
optic connectors LC, SC, MPO, E-2000 and even the 
latest types CS, SN, MDC of the Very Small Form Factor 
(VSFF) class. The R&M products Cat. 6A ISO, Cat 6A EL 
and Cat. 8 can be used for copper connectivity.

The solution has been designed to accommodate 
changes without any network disruptions. An additional 
feature is the integrated patch cord manager which 
saves space-consuming additional height units with 
cable guides on the front. Netscale 48 supports 
Automated Infrastructure Management (AIM) and is 
‘hot-pluggable’ as sensor strips of the R&MinteliPhy AIM 
system can be plugged in or replaced during operation.

The new 48 port variant is the latest addition to R&M’s 
Netscale range of solutions which offer the industry’s 
highest density of fiber optics ports for 19” cabinets. 
The family includes the larger Netscale 72 and Netscale 
120 solutions and is the first Ultra High-Density platform 
with integrated functions for automated infrastructure 
management.

the 5 GHz and 6 GHz bands, organizations can truly 
maximize use of the new spectrum.

The new Aruba 630 Series APs will be available in 
calendar third quarter 2021.

R&M Netscale 48 
Patch Panel

R&M has launched its mixed-use Netscale 48 patch 
panel. With this new 48 port panel, both fiber optic and 
copper cabling can be accommodated within a single 
height unit, effectively saving up to half the rack space 
traditionally required for a combination of both media. 
This compact mixed-media solution helps free up 
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HP OMEN gaming 
portfolio

maximum up to 165W and up to Intel Core i9-11900H 
processor. Multitask between games, browsers, or apps like 
a pro with up to 32GB DDR4 3200 MHz memory and play 
faster and harder with up to 1TB PCIe Gen 4×4 SSD or up to 
two 1TB PCIe SSD supporting Raid 0.

As the first entrant in the Victus line, the Victus by HP 
16 comes with a distinctive lifestyle design featuring three 
striking colour options in mica silver, performance blue, and 
ceramic white, all with a standard backlit keyboard printed 
with the memorable font found on OMEN devices.

HP has introduced its latest gaming hardware and software 
designed for today’s gamers with OMEN 16 and OMEN 
17, bright and customisable OMEN 25i Gaming Monitor, 
and community gaming with OMEN OASIS Beta feature 
in OMEN Gaming Hub. The company also debuted Victus 
by HP, its next-generation mainstream-level gaming PC 
portfolio, with a 16-inch laptop.

HP’s next-generation gaming portfolio is designed 
for both veteran gamers and enthusiast explorers to be 
entertained, connected, and empowered to progress in 
their favourite games.

MEN 16 makes its big debut with stunning graphics to bring 
the latest games to life with up to an NVIDIA GeForce RTX 
3070 Laptop GPU 8 GB or AMD RDNA 2 architecture-based 
graphics. Crush content with up to Intel Core i7-11800H7 or 
8-core AMD Ryzen 9 5900HX Mobile Processors. Quickly use 
multiple apps with up to 32GB DDR4 3200 MHz and games 
get ultra-fast access to critical files with up to 1TB PCIe Gen 
4×4 SSD or up to two 1TB PCIe SSDs supporting Raid 0.

OMEN 17 arrives with the latest AAA hits with up to an 
NVIDIA GeForce RTX 3080 Laptop GPU 16 GB with a TGP 

Logitech is creating a more equitable meeting experience 
for remote participants with the launch of Logitech Scribe, 
an AI-powered whiteboard camera. Logitech Scribe, 

compatible with leading services like Microsoft 
Teams and Zoom, broadcasts whiteboard content 
into video meetings with incredible clarity, virtually 
transporting everyone into the same room.

From meeting rooms to classrooms, Logitech 
Scribe comes at a crucial time when hybrid work 
and learning has become more pervasive. Logitech 
Scribe makes brainstorming, teaching, and team 
meetings equally accessible and productive for 
all participants through its simple-to-use design. 
Levelling the playing field for distributed teams, 
Scribe gives everyone – in-room or remote – a 
perfect view of the board.

Enhanced integrations with Microsoft Teams 
Rooms and Zoom Rooms make the experience 
effortless. In-room participants can begin sharing 
whiteboard content into video meetings by simply 
pressing the wireless button included with Scribe 
or tapping the meeting room touch controller, like 
Logitech Tap. The wireless button currently works 
with Zoom Rooms, and support for Teams Rooms 
will come later this year. Scribe also works as a USB 
content camera with virtually any video conferencing 
application, providing the flexibility to use Scribe in 
meeting rooms, classrooms, or even home offices.

LOGITECH SCRIBE
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SUNIL PAUL, MD OF FINESSE, ON WHY WE NEED TO LEVERAGE 
AI TO COUNTERACT SOPHSTICATED CYBER-ATTACKS

ARTIFICIAL 
INTELLIGENCE IN 
CYBERSECURITY 

A
rtificial Intelligence (AI) 
technology is fast becoming 
ubiquitous and taking the 
business world by storm. It is 
turning out to be an essential 

piece in an organiation’s digital strategy. 
According to research firm Gartner, 
during this year, the accelerated use of 
AI will create $2.9 trillion of business 
value and 6.2 billion hours of worker 
productivity globally. But AI tools can be 
a double-edged sword – while they can 
significantly enhance overall operational 
efficiencies, they can also aid in new types 
of attacks and cybersecurity threats. 
That being said, investing in AI-powered 
cybersecurity solutions can be a game-
changer to thwart cyber-attacks. 

Regional enterprises cannot navigate 
the whirlwind of digital priorities 
today without giving importance to 

cybersecurity. Cyber adversaries 
continue to get more creative in 
today’s connected era and leave no 
stone unturned to cause devastating 
financial and reputational damages. AI 
in cybersecurity could be the answer. A 
MarketsandMarkets report predicts the 
AI in the cybersecurity market to reach 
$38.2 billion by 2026 from $8.8 billion in 
2019, at the highest CAGR of 23.3%.

AI-driven cybersecurity solutions 
offer a unique opportunity to fast-track 
threat detection and address attacks in 
real-time. AI tools can enable automated 
algorithms to counter the threats as 
they are discovered. It also saves time 
and human resources when producing 
the complete analysis of an incident, 
which could take days or weeks if done 
manually. The biggest advantage of 
AI-enabled cybersecurity is its capability 

to process massive volumes of data 
efficiently and accurately. It helps you 
sort through the mountain of daily alerts 
and resourcefully improve triage, analysis 
and response. AI applies machine 
learning and deep learning to collect 
actionable insights and draw correlations 
between different suspicious activities. 
It is continuously learning from new 
experiences, identifying unknown threats, 
and fine-tuning its response methods. 
It equips security leaders with greater 
confidence and understanding of their 
cybersecurity environment. 

While a powerful enabler for 
cybersecurity, we must remember 
that cyber criminals too are using AI to 
launch highly sophisticated and complex 
attacks, and ironically even to evade our 
AI-enabled defenses. To stay ahead of 
these threat actors, organisations must 
make proactive cybersecurity a part of 
their DNA. Although AI could open up new 
risks, customers will be better positioned 
to counter them with an AI-powered 
cybersecurity strategy than one without. 

However, integrating AI into your 
cybersecurity strategies doesn’t mean 
that we can eliminate the human element. 
In fact, to successfully leverage the use of 
AI in cybersecurity, companies will need 
people to use it and train the algorithms 
effectively. They will require employees 
to evaluate the threats identified by 
AI systems and understand reports to 
take high-level actions. But with AI in 
cybersecurity, there is also an increased 
chance that employees will let down 
their guard and become complacent. It 
is important to note that proactive and 
successful cybersecurity is only possible 
with a fusion of human and artificial 
intelligence. 

At the end of the day, it all boils down to 
being aware of the threats AI could pose 
and understanding its limitations and 
benefits within your SOCs and business 
landscape. AI alone cannot be the magic 
bullet to all cybersecurity issues, and like 
with most technologies, suitable systems, 
processes and well-trained people to 
manage the technology are critical to its 
successful implementation. However, 
it is definitely going to champion a new 
frontier in IT security in the coming years 
– one that is worth exploring today. 

   BLOG
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